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I'"musing DAL and QW (Query Managenment Facility, a mainframe application)
to access DB2 on an IBM Mainframe. | allow the users read access only to

t he dat abases using QWw. W use DAL for client/server applications for
Maci nt osh conputers and PCs. The client/server applications require
readi ng and updating the DB2 databases. To ensure that the information is
entered through CICS, it creates a transaction. Then a program updates the
DB2 databases with this transaction file. W use RACF security on the DB2
dat abase.

The problemis that if we give users read and update access for
client/server applications, they have read and update capabilities when
they use QW. Wth a client/server application, we can linit user access
to specific tables, but with QW a user with update capabilities can cause
pr obl ens.

Here are some of the things we've tried:

1) W set a different SQL ID for a query to a group with fewer rights than
the individual. This didn't work because the DB2 renmenbers the
i ndividual rights as well as inheriting the group rights.

2) W tried to hide tables from Qv users, but the users soon found them

3) W created a view for the table with read-only access and hid the nane,

but users soon found this too. IBMsaid we couldn't easily hide files
from QWF.
4) W created a view for each individual. But it would be difficult to

manage now, and inmpossible if we transition to a client/server
envi ronnent .

5) W set different security with DAL and QW to DB2. This didn't work.

6) W wote a flat file with DAL (or sonmething like Mten), and had an | BM



program apply the changes to the DB2 databases. But others could
still trash the flat file.

DI SCUSSI ON = - = = = = = =« = = x w o m ot o md e

DB2 | ooks at the USERID to determi ne access to its databases. The USERI D
is maintained in RACF; the corresponding access to DB2 is granted within
DB2 itself. Thus, when DB2 gets some kind of request (read, update, and so
on), it verifies the capabilities that were granted agai nst the USERI D t hat
subm tted the request.

As you discovered, it doesn't matter whether the request cones from DAL
QW, SPUFI, and so on. Unfortunately, since the security system (RACF) is
the sane, and you're using the sane database, there is no way for DB2 to
differentiate between the various nethods of gaining access to its

dat abases.

The problemhere is that you gave users update access to the database
indirectly via the transaction file. Users can update the transaction file
with the sane I D, and access the database in read-only node.

Wth DAL, you let the users bypass the transaction file and go directly to
t he dat abase. W don't see how you can use the sanme ID now to update with
DAL, and give read-only privileges with QW

The equi val ent of the previous nodel would be nunber 6 in your list. The
users are given update access to a "transaction file," and a programwil|
read that transaction file to update the DB2 dat abase. That same ID stil
only has read-only access to DB2. W understand the fear of users trashing
the transaction file, but you can build the sanme validation criteria from
the CICS programinto the DAL applications.

Just as a point of clarification, this isn't a DAL bug, nor would there be
any way to rectify this situation in a future release. |It's a host
[imtation.
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