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I want to install AppleShare 3.0 to service both Mci ntosh and DOS
conputers on a network. | wll be purchasing PhoneNET Tal k PC from

Faral lon for the DOS conputers. Using the DOS workstations, |I'd like to
run multi-user DOS-based applications fromthe Appl eShare server, including
mul ti-user databases.

| have these questions relating to DOS Wrkstations and DOS nulti-user
applications:

Is it technically possible to run DOS-based, nulti-user applications from
the server, and have file- and record | ocking preserved?

If so, what determnmi nes what DOS applications will work, including
limtations of networking protocols (NETBIGS, IPX, and so on)? What part
does the DOS utility SHARE. COM pl ay?

Do | have to do sonething special with privileges (to the DOS files) on the
Appl eShare server in order to allow multiple users access to the sane
application or database file?

Do you maintain a list of tested third-party DOS applications under this
scenari 0?
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Fundanental ly the answer is sinple, but in practice it really does depend
on how t he DOS applications are inplenented.

The only network protocol involved in this case is AppleTal k and the AFP
(Appl eTal k Filing Protocol). PhoneNET Tal k inpl enents the Appl eTal k stack
on a DOS conputer, and allows communication with AFP and PAP (Printer
Access Protocol) servers. This neans PhoneNET Talk is responsible for
mappi ng a DOS client's request to the appropriate AFP and PAP calls. PAP
services are straightforward and not a real subject of the question, so we
won't go into any detail here. However, AFP, and how DOS works with it is



rel evant, and that's what we'll concentrate on

The PhoneNET Tal k AFP services are responsible for translating the nyriad
of native DOS file systemcalls to AFP requests, after it has been

determ ned that the call is referencing an AFP volune. The part we really
have to worry about in the situation of nulti-user database access is file
security. W need to ensure that the security inplenmented in a PC database
is faithfully obeyed in the process of translation to AFP. We'I| start by
expl ai ni ng how AFP security works, and then nove on to how DOS (with
PhoneNET Tal k) fits into the picture.

AFP i npl enents security, or privileges, at several |evels.

Vol une/ Fol der Level Security

This is the kind of security nost users are famliar with, where it allows
or denies a user access to volumes and folders: directory access control
It's set by the server adnministrator or with the System 7 Finder's Sharing
menu item and enforced by the server. Your database scenario should be
sinmple in this regard. Al users who will access the database shoul d have
the necessary privileges to the fol der where it exists.

File Level or File Sharing Mdes

AFP doesn't provide the sane user or group file restriction it supports
with volunes and folders, but it does allow for file I ocking through
various access nodes. An application can open a file in one of severa
nodes according to how exclusively it wants access to the file. 1t does
this by using the appropriate open call with paraneters set to allow or
deny other users read/wite access. This normally isn't adequate for a
mul ti-user database as it only provides for all or none | ocking.

Byt e Range Locki ng

This is controlled by application requests which are sent to the server.
An application can lock a byte range of a file it has open to secure that
range from nodification or access by other users. This allows many users
to open and use a file concurrently. A user needing to nodify the file
will first lock the required range, preventing other users from nodifying
that range or reading data that nay soon be invalid.

DOS wi th PhoneNET Tal k

A DOCS application will use the sane strategy, but with different code. It
is the responsibility of the network software (PhoneNET Talk in this case)
to map those application calls to the appropriate AFP calls. |If NetWre
were in use, it would be responsible for mapping DOS calls to NetWare calls
and sending them across IPX to the server.

The DOS SHARE conmmand provides the DOS client with the ability to support
file sharing. SHARE allocates nenory for file pathnanes to be | ocked, and
| oads support for the additional DOS calls such as Lock File Access for
byte range | ocking. SHARE validates all DOS read/wite requests once it's



| oaded.

Here's a diagram of the different |evels DOS and Macintosh clients will use
to access files | ocated on an AFP server:
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Since the DOS byte range locking calls are nmapped to AFP calls before
arriving at the server, multi-user database applications should work fine
if inmplemented correctly: they nust use normal supported DOS calls for the
| ocki ng routines, and not sone proprietary |locking method that relies on
anot her network's APl (such as NetWare). This will allow the byte range

| ocking to work as expect ed.

Agai n, assuning the application doesn't bend too many rules, it should al so
be nulti-Ilaunchable fromthe server. AppleShare shouldn't inject any
additional limtations on this operation. |If the application is nmulti-

| aunchable froma NetWare server, it should be multi-launchable from an
Appl eShare server.

W haven't heard of any DOS/ Appl eShare dat abase conpatibility lists.
Answering the question will require know edge of the specific database
engi ne and how it treats network databases. The database devel oper could
answer this best.
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