MacX: Can't Start Remote VAX Applications on MultiNet (1/95)
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This article discusses why MacX is unable to start up renote applications on VAX
systems running Miulti Net.

DI SCUSSI ON = = = = = = = = = = - o x ot o m o e et il

We have been testing MacX in a DECw ndows, VMS/ Miultinet environnent and were
never able to get it to work successfully.

W have been working with TGV technical support to find out why MacX i s unable
to start up renote applications on VAX systens running Multi Net. W were able to
get DECwW ndows applications to display on the MacX server using TCP/IP transport
(no DECnet transport, since we don't have that connection tool on ny Macintosh),
only if we started the application manually on the VAX. W were unable to use
the MacX "Renpte" nmenu to start the applications fromthe Mcintosh. The
problem was traced to a problemin the rexec server on the VAX

Multi Net is based on the UC Berkeley inplementation of TCP/IP. This is a fairly
robust inplenentation of TCP, since it has been around since about 1982 and has
been tuned significantly over the years. However, the Berkel ey peopl e added the
notion of "privileged ports"” to their inplenmentation of TCP

A TCP port nunber is a 16-bit integer which identifies individual applications
on the sane host. In the UCB world, port nunmbers 1-1023 are consi dered
"privileged," and only the superuser is allowed to access them The UCB rshel
and rlogin protocols use this concept to do renote authentication wthout
sendi ng passwords over the network. The basic idea is that if a request cones
in froma privileged port on the renote host, then it nust be the superuser
nmaki ng the request, so the server "trusts" the requester. The authentication
procedure then proceeds w thout the use of passwords (I'll not bore you with the
details). |If the requester is not using a privileged port, then the request is
denied (i.e. the server closes the connection). (Aside: if the host on which
the requester resides does not have the concept of a privileged port, then it
coul d conceivably all ow anyone to open a port in the range 1-1023 and thus spoof
the UCB rshell/rlogin servers. This nakes the privileged port concept a bad

i dea.)

MacX does not use the rshell protocol; it uses the rexec protocol instead. Rexec



does not use the privileged port authentication schenme, but instead relies on

t he usernane and password bei ng sent over the network. The Milti Net rexec
server erroneously checks to nmake sure that the requester is using a privileged
port and closes the connection if it is not. This behavior is incorrect. Rexec
does not use the privileged port nunber schenme, so it should not do this check.
The rexec server distributed with UCB-based UNI X systens (like Utrix and SunQS)
is inmplemented properly, so it does not do the check. That is why MacX
interoperates well with UNI X, but not with VMS/MultiNet. | do not know if other
TCP/IP inplementations for VM5 have this problemor not. Ch yeah, since A/ UX
contains the UCB networking code, including the r-utilities, it works fine as
wel | .

Pl ease note that the problemis not in VM5 DECw ndows, nor is it in the

i nteracti on between DECwW ndows and the TCP/IP transport provided by Multi Net. W
know t hi s because we were able to start up DECw ndows clients fromthe VAX and

t hat worked properly. The problemis only with the MiltiNet rexec server
erroneously checking for a privileged port fromthe requester, and TGV has
indicated to me that the problemw |l be fixed in MultiNet V2.2. This problem
will not affect using MacX with the DECnet connection tool, since DECnet

obvi ously doesn't use the rexec protocol. It will also not have any affect on
other inplenmentations of TCP/IP for VMS, unless they have the sane problem
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