Kerberos: Security Authentication Software
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Have you heard of a programcalled Kerberos? It's sonmehow being used in
conjunction with Inform x at one of my accounts.

DI SCUSSI ON = - - = = = = = = = = x o m ot e f el

W found this information on Kerberos in the Internet RFC (Request for
Conment). We should point out that A/UX and Maci ntosh OS do not support
this authentication system

From Site Security Policy Handbook Working Group RFC 1244
3.9.6 Authentication Systens

Aut hentication refers to the process of proving a clainmed identity
to the satisfaction of some perm ssion-granting authority.

Aut henti cation systens are hardware, software, or procedura
mechani snms that enable a user to obtain access to conputing
resources. At the sinplest level, the system adm ni strator who
adds new user accounts to the systemis part of the system

aut hentication nechanism At the other end of the spectrum
fingerprint readers or retinal scanners provide a very high-tech
solution to establishing a potential user's identity. Wthout
establ i shing and proving a user's identity prior to establishing a
session, your site's conmputers are vul nerable to any sort of
attack.

Typically, a user authenticates hinmself or herself to the system
by entering a password in response to a pronpt.

Chal | enge/ Response mechani sns i nprove upon passwords by pronpting
the user for some piece of information shared by both the computer
and the user (such as nother's nmiden name, etc.).

3.9.6.1 Kerberos

Ker beros, nanmed after the dog who in mythology is said to stand



at the gates of Hades, is a collection of software used in a

| arge network to establish a user's clainmed identity.

Devel oped at the Massachusetts Institute of Technology (MT),
it uses a conbination of encryption and distributed databases
so that a user at a canpus facility can login and start a
session fromany conputer |ocated on the canpus. This has

cl ear advantages in certain environnents where there are a

| arge nunber of potential users who nay establish a connection
fromany one of a |large nunmber of workstations. Sonme vendors
are now i ncorporating Kerberos into their systens.

It should be noted that while Kerberos nakes several advances
in the area of authentication, sone security weaknesses in the
protocol still remain.[1]

[1] Bellovin, S., and M Merritt, "Limtations of the Kerberos
Aut henti cation Systeni, Conputer Communi cati ons Revi ew, October
1990.
Copyri ght 1992, Apple Computer, Inc.

Keywords: <None>

This information is fromthe Apple Technical Information Library.

19960215 11:05: 19. 00
Tech Info Library Article Number: 10432



