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This article describes Public Key Cryptography in Apple Open Col | aborative
Envi ronnent ( ACCE) .

DI SCUSSI ON = = = = = = = = = = x ot oo oo e e el

Wil e the process of signing sonething does use encryption, the data itself
is never encrypted. |If digital signatures could be used to encrypt data,
Appl e woul d not be able to export the technol ogy. However, digita

si gnatures does use encryption to create the signature.

The type of encryption used by digital signatures is called public key
cryptography. This is different fromthe usual private key encryption

To encrypt somnething using private key encryption, a private key is used to
encrypt the original data and create ciphertext. The sane private key is
used to decrypt the ciphertext and reproduce the original data. The
chal l enge with private key technology is how to comunicate the private key
in such a way that it does not becone conprom sed.
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Ci phert ext
Private key cryptography

Di gi Sign uses sonething called public key encryption. Wth public key
encryption, a private key is still used to encrypt the original data into
ci phertext. This private key renmains private, protected by the entity
whi ch does the original encryption. Public key technol ogy uses a second
public key to decrypt the data. This second key is called a public key
because it can be widely distributed. Since both keys are necessary to
conpl ete an encrypt/decrypt cycle, only one key need be kept secret.
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Publ i c key cryptography

RSA
Appl e has licensed digital signature technology from RSA Data Security,
Inc. The RSA system has been in use for quite some tinme. It is the
energi ng comerci al standard of public key encryption systens. By using
a standard, Apple ensures that as commercial products using digita
si gnature technol ogy becone avail able on other platfornms, Apple will be
conpati bl e.
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