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This is the third of three articles that introduce SNVP (Si npl e Network
Management Protocol). This article describes SNW Protocol and Operations,
Management Concepts, and concludes with a conparison of OSI vs. SNW
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SNVP Prot ocol and Operations
The next step is to get the managenment consol e(s) in comunication with the
nodes on the network.

Messages

Conmuni cati on anong protocol entities is acconplished by the exchange of
nmessages, each of which is entirely and i ndependently represented in a

dat agr am SNVP nmessages require only an unreliabl e datagram service, and
every nessage is entirely and independently represented by a single
transport datagram

Wth SNWP, TCP/IP networks use User Data Protocol (UDP) to exchange
messages. Wth AppleTal k, the Datagram Delivery Protocol (DDP) is used.

A message consists of a version identifier, an SNVP comunity nanme, and a
Protocol Data Unit (or PDU), which contains the conmand and its operands.
As was the case with MBs, nessages and data all use the basic encodi ng
rules of OSI's Abstract Syntax Notation One (ASN.1). This allows data
exchanges to occur snoothly over a variety of platforns.

SNMP Conmand Set

The networ k managenment protocol allows the variables of an agent's
Managenent |Informati on Base (MB) to be inspected or altered. The protoco
i s based on sending requests and getting responses. Mst commands are
requests to either set the value of some paraneter or to retrieve such a
val ue.

To make SNWP sinple, its designers defined a limted comand set. A
consol e can issue only three conmands: Get, GetNext, and Set.



e The Get conmand allows a console to read a specified managenent
variable in the managed device. An agent woul d execute a Get Response
comand to return desired values to the console.

e The CGetNext command allows the console to read the subsequent
variables in the agent's database (MB) wthout specifying the nane of
that particular variable. This conmand all ows even consol es that do not
have the appropriate MB installed to manage SNVMP based network devi ces.
Per haps the nost powerful use of this command is to obtain an entire
string of data with one call, as GetNext accepts multiple operands.
SNVP advocates like to refer to this command as the "powerful GetNext
comand. "

A consol e can also nodify certain variables for which the console has the
requi red access privileges using the Set command. This allows an

adm nistrator to reset a variable that keeps count of a certain occurrence,
or to renotely set a flag that signals an agent to perform sonme specified
function. An agent woul d execute a Cet Response conmand to return desired
val ues to the console.

An agent can issue two conmmands: Get Response and Trap

 The CGet Response conmand i s used by an agent to assenble and return val ues
to the console.

e Finally, the Trap command all ows a managed entity to send a nessage to
a specific console, when a specified event occurs. The agent is
responsi ble for detecting the event and issuing the Trap command.

Trap | npl enentati ons
Traps nust be pre-programed into Network El enents. They are not down |ine
| oaded to the network el enents by the consol e.

SNWP uses a nethod called trap-directed polling. Wen an event causing a
trap occurs, the managed node sends a single sinple trap to the console.
The console is responsible for initiating further interactions with the
managed device to deternmine the problem This is quite different froma
pol I i ng approach, where each network el enent is constantly probed for
status. It also mnimzes managenent traffic on the network.

SNVP Managenent Concepts

SNVP Contruni ty

In the SNMP environnent, a conmunity is a relationship between SNVP agents
and SNVP nmanagers.

Each SNMP conmunity is named by an NVT ASCII text string that is called the
comuni ty nane.

Conmunity Vi ews
Each nmanaged device contains a comunity view This view determ nes how
much access (read only, read and wite, or no access at all) the nanagenent



consol e has for each given object.

Managed devi ces can belong to several communities at once. Each console
can therefore have different views of the data contained in the nanaged
devi ce.

Security

The conmunity nane is a security feature in SNMP. For a console to
reference a MB or issue a set command, it nmust have the correct community
nane. Unfortunately, community nanmes are not encrypted. Conmunity nanes
use the ASN.1 Display String (text) object type, which is transnmtted in
NVT ASCI 1. Someone nonitoring the network with a packet analyzer could
ascertain the community nanme in use by a particular console. IETF is
currently working on a new security schene for SNMP, which woul d encrypt
conmuni ty nanes.

If the community nanme matches a nane configured in the nanaged device, the
consol e nmust have a correct view. As discussed earlier, this view
deternmines if the console has read access, read and wite access, or no
access at all.

Managi ng "Foreign" Devices Using Proxy Agents

SNMP i s independent of the architecture and nmechani snms of particul ar hosts
or particul ar gateways. SNMP can manage devices that do not conformto
the architecture using Proxy Agents. Proxy agents allow SNWP to be used in
environnents that conprise nulti-vendor devices using different protocols
and different managenent schenes.

In the case of nodes that do not understand SNMP, a Proxy Agent can be used
to transl ate one nanagenent protocol to another. An exanple would be a
Proxy Agent that converts SNWP i nto Network Managenent Vector Transport
(NWT), the protocol used by IBMs NetView.

In the exanple below, the Proxy Agent is perform ng the aforenentioned
translation. An exanple is IBMs NetView 6000 runni ng on an RS6000
platform which inplenments SNMP translation for SNA networks. It is acting
as an "application gateway."

| | | |

| |- > | | |- > | x|
| | <------- | SNWP | NWT | <------- | | xxx |

| | | | | | | |
.................. | | | | | |
| Consol e | eeeeeeeeeeieeee eeeeeeeeeeeaaa
.................. Proxy Agent Proprietary

SNMP to Net Vi ew Managenment System

In the case of nodes that do not understand TCP/IP, but do support SNWP, a
Proxy Agent can strip out the SNMP-specific data units and encapsul ate them
in another transport. A nore conplicated function of this type of agent is



address remappi ng/ resol uti on between the two networks.

Below is an illustration of a Proxy Agent that allows consol es using TCP/IP
to manage Appl eTal k networks using MacSNVMP. This agent is acting as a
"transport gateway" in standards parlance. Exanples of this are the Caynan
Gat or Box, the Shiva FastPath, the Conpati bl e System Et herRoute, and C cso
routers running release 9.0 gateway software.

.................. Proxy Agent
UDP to DDP

Appl eTal k
| nt er net

O her types of Proxy Agents can be used in SNVP networks. For exanple,
Proxy Agents can sit on a network and nonitor packet traffic, gather
statistics, and send traps to consoles when certain conditions occur

This is illustrated below. The console could then query these Proxy Agents
to obtain their statistics, or to further analyze the trap condition
reported. Exanples are LANtern from Novell, Asante's network managenent

hubs, and protocol nonitor from Network General that also captures and
decodes packets.

|
|
| [-------- | Protocol Mnitor |------- | -
|

.................. Proxy Agent

I nt er net

A Proxy Agent can be responsible for specific nodes on the network,
noni toring themon behal f of the console and sending a high-level trap when
sonet hing of interest happens. This is illustrated bel ow



|
|
| [-------- | Subnet Manager |------- | -
|

.................. Proxy Agent

I nt er net

This Proxy Agent has the added advantage of cutting down on network
traffic, and frees the console fromhaving to nonitor a |arge nunber of
nodes on a one-to-one basis. Subnet managers are under devel opnent by
several vendors.

SNMP and CM P Di fferences

Many peopl e are confused about the differences between SNVWP and OSl's
Conmon Managenent | nformation Services (CMS) and its associ ated protocol
Common Managenent | nfornmati on Protocol (CMP).

Part of the confusion is that both protocols share sone things in conmon.
Bot h use Managenent Consol e/ Agent architecture, and both use MB structures
to keep track of information -- but this is where the sinmlarities end.

SNWP i s a connectionless oriented protocol. |Its conmands and responses are
transported with datagramtransports |ike UDP and Appl eTal k's DDP. These
transports do not require formal session establishnent between the manager
and the managed to pass commands or responses. CMP is a connection
oriented protocol, requiring a session to be established between the
manager and the managed to pass information. In the TCP/IP world, CMP
woul d use TCP as transport.

Anot her difference is the command set. CMP uses Get and Set commands |ike
SNWP, and has a conmmand (simlar to the SNMP Trap) called Event Report.

The difference in the command set is that CMP inplenments three additiona
conmands: action, which can conmand a device to reboot for exanple; create,
which is used to create new objects; and delete, which del etes objects.

One can duplicate the functions of these three conmands in the SNV world
using the Set command to change a variable, which would then trigger an
agent to perform specific programed actions duplicating the function of
action, create, and delete, but the SNWP conmand set does not support these
functions directly.

Additionally, CMP uses a concept called scoping to |ocate a particular
val ue by passing its locations and depth in the target node's tree.
Further, these values can be filtered to segregate information



VWhat |s CMOT?

CMOT, short for CM P Over TCP, inplements the CM P protocol in TCP/IP
networks. Note the use of the connection oriented protocol, TCP, instead
of UDP dat agr ans.

I n Concl usi on

The sinplicity of the SNMP architecture and conmand structure has been

di scussed. It is a proven, established direction, with over 50 conpanies
of fering nore than 200 networking products that support SNVMP. SNMP is here
t oday.

SNVP can be enhanced by extending the MB to support product-specific
features of different nanufacture. This structure must be inported and
conpiled by the console to intelligently access different portions of a
vendor -specific MB

Al t hough SNWP seens sinple on the surface, the detail is really in the MB
portion of the inplenentation, different than other nanagenent protocols
with |arge detailed conmand sets.

SNWP has received sone criticismin sone areas. For instance, there is no
capability defined to ensure that SNMP conmands received by an agent really
originated froman actual authorized managenent console. The IETF is
wor ki ng hard on inproving security in SNMP, and this problemw Il be

resol ved shortly.

In the meantine, MB variables can be protected by making themread only,
but this will not allow the use of a Set command to change them This |ack
of sophistication in authorization has nade vendors reluctant to offer
extensive functions that take advantage of SNWP's Set command. Hence, nost
routers are still configured with the vendor's own nmanagenent utilities.

Additionally, the Trap command has caused practical problems inits

i npl enent ati on, as a managed devi ce nust constantly evaluate its function
to determine if a trap should be executed, spending valuable CPU tinme and
occupying nmenory in the process. |n practice, this inpact has proved to be
relatively mnor

SNWP uses datagrans for transport. Datagrans do not provide delivery
assurance. Messages can arrive out of sequence, or may be |ost or
duplicated. Most vendors inplenment a nunbering scheme to address out-of -
sequence conditions and duplications -- but nmessages can still get lost. On
t he other hand, when a network is in trouble, how can it be expected to
support connection oriented sessions when the physical transport is
unreliabl e?

In conparison to other network managenent proposals such as CSI's CM P,
SNWP is viewed by the OSI conmunity to be not as versatile or applicable to
a broad range of network products. |In fact, sone view SNMP as a
"down-and-dirty fix" until CMP is ready. And although SNWP' s aut hors have
done their best to map SNWVP architecture into CMP, they are inconpati bl e.



However, SNMP's public domain distribution, relative ease of inplenmentation
conpared to other network nmanagement scenarios, and its growi ng installed
base nake it a popul ar choice for users with nulti-vendor networKks.
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