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This is the second of three articles that introduce SNVP (Sinpl e Network
Managenment Protocol). This article describes SNW' s history, nanagenent
nodel , and architecture.
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SNWP Hi story
Si npl e Networ k Management Protocol (SNWP) originated in the |Internet
conmunity as a neans for nanagi ng TCP/I P networks and Ethernet networKks.

Every large network sooner or |later displays a need for managenent and
control, and the worldwide TCP/IP Internet is no exception

I n Novenber 1987, a working group of the Internet Engineering Task Force
(I ETF) subnitted a proposal to address sone of these needs. They defined
the Sinple Gateway Managenment Protocol (SGW), an early attenpt at TCP/IP
I nternet nmanagenent, and the forerunner of SNMP. SGW is sinmlar to SNW
in design and architecture, however syntax differences make the two

i nconpati bl e.

In August 1988, the sanme four authors enhanced their proposal, and
submtted a draft standard (Request For Comments 1098 entitled "A Sinple
Net wor k Managenent Protocol"”). RFCs are a nethod of defining and

di scussi ng enhancenments to the Internet.

One of the main design criteria was sinplicity. Another was to nake the
nonitoring and control capabilities quite extensive. Due to the variety of
devices on the Internet, the authors wanted to create an architecture

i ndependent of any specific host/gateway architecture.

In April 1989, RFC 1098 becane an Internet Recommrended Standard, and was
rapidly inmplemented on the worl dw de |nternet.

SNVP' s appeal broadened rapidly beyond the Internet conmunity. SNW
attracted users looking for a proven and readily avail able way to manage
their networks. SNWMP' s nonitoring and control mechani snms operate



conpl etely independent of the TCP/IP protocol. SNWP requires only the
dat agram transport mechanismto operate. |t can be inplenented over any
network medi a or protocol suite, including AppleTal k.

In May 1990, RFC 1098 was re-rel eased, with typographical errors corrected,
and a rewitten status section. RFC 1157 is the basis for Apple's network
managenment strategy.

The Managenent Model

A networ k managenent system contains three main conponents:

* Several network elenments, or nodes, which need to be nanaged.

« At | east one nanagenent station used to adm nister the network.

e« A nanagenent protocol that is used to communicate between the nodes and
t he manager.

SNWVP Architecture

The SNWP architecture conforns to this managenent nodel. It defines these
t hree naj or conponents: nanaged nodes (network el enents), at |east one

net wor k managenent station (console), and a protocol to conmmunicate between
the two. The di agram bel ow di splays this relationship in SNW
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Net wor k El enent's ( Nodes)

Net wor k el ements are devi ces such as hosts, gateways, term nal servers, and
desktop computers. They are al so known as managed nodes, nodes, or
"entities." Net wor k El enents can al so be hubs or mnultiplexors. Although
sinple in concept, the network el enents actually perform nost of the work
in SNMP, and contain all the informati on a managenent consol e needs to
performits function.

Consol es

Consol es are the nanagenent stations. They execute managenment applications
to monitor and control network el enents. They display, often graphically,
the state of the current network and any al arns present.

The Prot ocol
SNWP i s used to communi cate nmanagenent informati on between the network



managenent stations and the agents in the network el ements.

I nside the Network El ement (Node)

Agents. Network El enents have agents responsible for performng the functions
requested by the network nmanagenent stations. Agents do the real work in
SNVP managenent. Agents execute commands i ssued by the console, as well as
reporting on unusual events.

Agents control and provide access to a Managenent |Infornmation Base (M B),
whi ch contains the information to respond to consol e requests and updates.

Overview of the MB
SNVP depends on the rel ationship between the console, agents, and the
M Bs and agent controls.

The M B contai ns groups, which are collections of objects.

hj ects define data types, such as text strings, counters, gauges, tine
ticks, addresses, and integers. Each object has a unique nane. (The
nam ng convention used is discussed in the next section.)

The data fields that objects define are called variables. These are the
fields where the actual data or value is stored. Each variable also has a
uni que name, using the sane convention as the objects.

M Bs are encoded using OSI's Abstract Syntax Notation One (ASN.1). This
| anguage is used to define the objects in the MB. ASN 1 is an

i nternational standard, inplemented by nost of the world' s computer
manuf acturers. ASN. 1 encodi ng nakes the M B pl atform i ndependent.

The Structure and Representation of M B Ohjects and Vari abl e Nanes

Nanes used for MB objects and their variables are taken fromthe object

identifier nanmespace, administered by SO and CClI TT. The key idea behind
the object identifier is to provide an environnment in which all possible

obj ects can be uni quely naned.

Authority for parts of the nanespace is subdivided at each |evel, allow ng
i ndi vi dual groups to assign names w thout consulting a central authority

for each assignment.

This tree structure is used to identify each and every MB object, and in
fact they are accessed programatically using this structure.

iso (1) ccitt (2) iso/ccitt (3)



dir (1) ngnt (2) exper (3) private (4)
| |
mb (1) appl e (63)
|
| | | | |
system (1) i/f (2) addtran (3) ip (4) etc..
|
sysDesc (1)

In the figure above, each item has a nunber associated with it. These
nunbers correspond to specific paths to locate information in an SNVP
networ k el ement, and give each object a unique nane. For exanple, the
uni que narme for the object that contains the system description (nmachine
type) of the network elenent is described as:

i so.org.dod.internet.ngnt.n b. sys. sysDesc
The nunber representation of the above map is:

1.3.6.1.2.1.1.1

SNWP consol es actual ly use the nunber string to address the objects in the
packets that travel the network, and in the prograns used to construct the
packets. Although this nunber string addresses the object, it is not
enough to address the first variable containing the data or value, which is
t he nunber the console really wants.

There are no zeros on the map because a zero is used to reference the
actual data (value) of a variable.

To obtain a value fromthe object naned sysDesc, add a zero to the nunber
string. Therefore, a Get command would use 1.3.6.1.2.1.1.1.0 to obtain
this value. An exanple of a response would be the text string "Macintosh
Ix."



A significant benefit of this architecture is that it allows the

devel opnent of consoles that can nanage the products of many different
vendors -- because all the objects are unique. Generic SNWP consol es, which
often know little or nothing about specific manageabl e network devices,

i ncorporate, or are able to inport, MBs because the coding and data
representation rules are standardi zed, and the object names are preassigned
and uni que.

One of the main features of SNWP is allow ng vendor-specific

i npl enentati ons of the MB. Non-standard, vendor-specific MBs would cone
under the Enterprise branch of the object identifier nanespace.

Organi zations, such as Apple, can apply to the Internet Activities Board
(I1AB) for specific Enterprise nunbers to keep their MBs unique. Apple
Conputer's Enterprise nunber is 63, and over 100 ot her conpani es have
applied for unique nunbers, to provide an indication of how many
vendor-specific MBs will be inplenented over tine.

Consol es can conpile inported MBs and i ssue commands to agents. These
consol es then display, often graphically, the information returned by the
agents. Because these generic consoles are not product specific (MBs are)
t hey can even be used to manage network products that ship after the
console itself is sold.
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