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This is the first of three articles that introduce SNVP (Si npl e Network
Managenment Protocol). This article describes the evolution of managenent
and troubl eshooting tools used by network admi nistrators, and descri bes
net wor k managenent for the Macintosh.
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I ntroduction

Since the early days of data conmuni cations, network adninistrators have
been searching for ways to increase the availability, useful ness, and
performance of their networks.

The networ ki ng environnent has al so changed. Data conmuni cations has
become nmuch nore conpl ex since the days of point-to-point |ow speed serial
connections. Today's networks consist of not only traditiona

poi nt-to-poi nt connections, but include LANs (Local - Area Networks) serving
di stri buted databases, network servers, and other services. The ability to
centrally adm ni ster services, configure network devices, detect and

di agnose problens, and plan for future growmh has becone critical to the
successful operation of any |arge network.

Packet Anal yzers

One of the first tools devel oped was the packet analyzer. Early packet
anal yzers consi sted of dedi cated hardware and software, such as the
Hewl ett - Packard Dat ascope, or (nore recently) Network CGeneral's Sniffer

These devices capture and anal yze network packets. They must be physically
connected to the cable segnent being nonitored in order to see all the
traffic. Packet Analyzers operate at the Physical and Data Link |ayers of
the OSI nmodel. To decode and anal yze the captured packets, the packet

anal yzer nust understand the various protocols on the cable. Furthernore,
to nonitor connection-oriented protocols, the packet analyzer must nmaintain
the state of the connection so it can understand the actions of the
entities involved.



Interpreting and anal yzi ng network packets usually requires technica
know edge of the protocols, so packet analyzers are used nainly by
experi enced network adm nistrators.

Recently, various vendors have devel oped | ower cost, |ower perfornance
packet anal yzers which run on desktop conmputers. For exanple, the AG
Group' s EtherPeek and Local Peek, and Neon Software's NetM nder Ethernet and
Net M nder Local Tal k products run on the Maci ntosh.

Net wor k Moni t ors

The second type of passive network nanagenment tool is the Network Monitor
A monitor observes network traffic to keep track of various services and
other inportant network information. These products typically issue a
warning if a service suddenly di sappears, or if there is sonething odd
about the traffic originating froma particular node. Network nonitors
rely on the traffic output by various services on the network, so are very
useful in environments where services advertise thensel ves, such as

Appl eTal k.

Monitoring at the Transport and Network |ayers of the OSI nodel provide
further advantage.

A nurber of Network Monitor tools have energed for AppleTal k environnents,
i ncl udi ng Net Wt chman and TrafficWatch I1. While network nmonitors are nore
useful in nanagi ng networks than packet analyzers, they still do not all ow
control of the network.

Pro- Acti ve Networ k Management

The third class of tools involve pro-active network managenent. These
tool s can manage network routers, bridges, gateways, nodes, servers and

ot her devices on the network. In nulti-vendor networking environnents, this
is still a developing field. Perhaps the biggest risk of pro-active
managenment is the security schene inplenented to prevent unauthorized
mani pul ati on of the network and its resources. And of course, everyone on
t he network must agree on the nanagenent protocol in order for this to be
successful on a nmulti-vendor network.

Hi storically, the software to manage a particul ar networking devi ce has
been provided by the vendor of that device. Because no standards existed
until recently, a specific vendor's console usually could not nmanage ot her
vendors' devices, unless it was specifically designed to do so. As networks
grew, custoners often found thensel ves connecting networks wi th products
fromdifferent vendors, and trying to manage their networks using
different, and inconpatible, managenent software. Consequently, nmanagi ng

| arge networks was, and still is, fairly difficult.

Pro-active network managenment requires access to all seven layers of the
CSl nodel, as services such as file servers and print spoolers require

managenent at the application |ayer.

SNWP is a good exanple of a tool with good pro-active nmanagenment potenti al



SNWP has a nunber of advantages over proprietary nanagenent schenes, and
these will be discussed in detail |ater

Net wor k Managenent and Appl eTal k
Appl eTal k networks are really no different fromothers in regards to
t roubl eshooti ng, nonitoring, and active nanagenent.

Many of Apple's custoners, especially large custoners, have been asking for
tool s to manage Maci ntosh computers and Appl eTal k networks for a nunber of
years.

Tool s such as Apple's Interepol, and products |ike StatuseMac from Pharos
Technol ogi es and GraceLAN from Technol ogy Wirks, Inc. have attenpted to
address this need through proprietary protocol inplenentations using

Appl eTal k as transport.

Recently, this demand has risen dranatically, as custoners increasingly
i nterconnected their networks and as network managenment sol utions
standards, |ike Sinple Network Managenent Protocol (SNWP), started
energing. MaclS (a Macintosh users group consisting of Managenent

I nformation Systens professionals) has put network managenent from Apple
near the top of their wish list for two years (1990-91). In 1991, they
further specified that this solution should be SNMP-based.

Recently, Apple had enbarked on a strategy to inplenent yet another
proprietary network managenent schene utilizing new Appl eTal k protocol s,
Appl eTal k Managenent Protocol. 1In the process of creating this product,

f eedback from our custoners, field support and sales staff, as well as
internal project participants |eads to a decision to change the direction
of our network nanagenent strategy.

I nstead of inventing a new protocol, the team decided to adopt an open
i ndustry-standard i npl enentation | everagi ng off existing nanagenent and
transport equi prent and software -- a direction strongly supported by our
customers, field support, sales staff, and organi zati ons such as Macl S.

Besi des addressing a najor custonmer need with SNMP based network nanagenent
products, Apple has an opportunity to have a nmmjor inpact on the

I nt ernet -standard Network Managenment framework definitions, particularly
those that address the AppleTal k environnent. Further, this enhances the
ability of Apple and third parties to devel op unique and state of the art
tools to aid in the design, setup, nanagenent and growth of new existing
Appl eTal k based devices in a nmulti-vendor, nulti-protocol, environnent.
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