MacTCP: Configuration of Domain Name Server Information (11/95)

Article Created: 26 July 1995
Article Reviewed/ Updated: 21 Novenber 1995

This article describes howto enter the Domain Nane Server Information in the
MacTCP control panel and how MacTCP uses that information to query those
servers.
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You need the following information to configure the Domai n Nane Server
I nformation section of the MacTCP control panel

Required: Alist of 1 or nore domai n naneserver
Optional: A default donain.

One nanme server configuration

This configuration will send all requests to the single naneserver.

Enter your default domain in the "domain" field.

Enter the | P address of the naneserver in the "IP address" field.

Click the default button

Enter a (period) for the second "domain" field.

Enter the | P address of the naneserver in the "IP address" field.



The result should contain two entries for the sane naneserver, and | ook |ike:

Domai n | P Address Default
<default domai n> <l P nunber > (*) <- click default radio button
<I P nunmber > () <- type a period for domain

Two or nore naneserver configuration

Fol | ow the sanme steps for entry of the first nanmeserver
For each additional nameserver, enter the follow ng information

Enter a (period) for the second "domai n" field.

Enter the | P address of the naneserver in the "IP address" field.

Thus, the first naneserver is entered twi ce, and each additional nanmeserver is
ent ered once.

Donai n | P Address Def aul t

<default dommi n> <Primary | P#> () <- click default radio button
<Primary | P#> () <- type a period for domain
<Secondary | P#> () <- type a period for donmmin

If you use the configuration nentioned above, MacTCP will generally ask the
primary nameserver first. It will also always ask the other nanmeserver if the
first nameserver is down or unavail able.

How MacTCP queries nameservers

The actual rules MacTCP uses to establish query order in DNS are sonmewhat
conplicated. The Domai n Nane Server Information list functions as a list of
naneservers and their trusted donmmi n. For exanple:

appl e. com 1.2.3.4
i nfo.apple.com5.6.7.8
m crosoft.com 9.10.11.12

A nanmeserver 1.2.3.4 is trusted for any hostnanmes that exist in apple.com

A nanmeserver 5.6.7.8 is trusted for any hostnames that exist in info.apple.com
A nameserver 9.10.11.12 is trusted for any hostnanmes that exist inside

m crosoft.com

When MacTCP DNR is given a hostnane, it uses a 3 step process to ask naneservers
for the matching | P address:

1. Build list of trusted nameservers.



When MacTCP DNR is given a hostname, it conpares each naneserver's donmmin to the
hostnane. If the hostnane appears within the trusted donain of the naneserver,
the naneserver is put in the list of nameservers to query.

If no naneservers are trusted for a host, then the naneserver listed by the
"default" radio button will be asked as a last resort.

Not e: The default radio button has two functions in MacTCP:

e The "I P address" field provides the naneserver of last resort, if no other
nanmeservers are trusted
e The "domain" field provides the default domai n added onto single hostnanes.

For exanple, if you tried to connect to "ww. info.apple.cont, the
"info.apple.cont and "appl e.conf naneservers are considered trusted.

The "m crosoft.conm naneserver cannot be trusted, because "ww. i nfo.apple.cont
is not a nane within "mcrosoft. cont

Note: This is why naneservers should be entered with their domain as "dot"
(period) because you are telling MacTCP that nameserver is trusted for the
entire Internet.

2. Sort nameservers for search order

MacTCP wi || ask the query the naneservers with | onger trusted domains first. If
two naneservers are trusted for the same donain, any nanmeservers on the |l oca
network will be queried first.

Conti nui ng the exanple, the "info.apple.conm' server is considered "closer" to
"www. i nfo. appl e.cont' than "apple.conf. MacTCP will ask "info.apple.com and then
"appl e. cont'.

3. Resolves nanes (give nameserver hostnane, receive |P address in return).

MacTCP asks each naneserver for the |IP nunber of the hostnane one at a tine.
When one naneserver failes to resolve or tinme out, MacTCP noves to the next
naneserver. |f MacTCP runs out of naneservers, it will return an error unless
the hosts file can provide information.
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