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The following article is the ReadMe docunent for the Apple Network Adni nistrator
Tool ki t.

DI SCUSSI ON = = = = = = = = = = - o x ot o m o e et il

Thi s docunent contains inportant information about the Apple Network
Admi ni strator Toolkit. Please read it carefully before you install or use the
sof t war e.

Appl e Network Assistant 2.0

1. The Announce feature requires Ethernet network or another network of simlar
per f or mance.

2. Certain workstations, such as the LC, LCIl and PowerBook Duos, cannot support
the Talk feature. An error nessage appears when you try to use the Tal k conmand
wi th these workstations.

3. If the Talk or Announce features are not working correctly on a workstation
make sure that the Sound Input option is set to a microphone. See your Macintosh
user's nmanual for instructions on howto do this.

4. If you share a workstation screen with a workstation that has a smaller
monitor, you will see only part of the shared screen

5. If you share or observe a workstation screen that is running the Apple Video
Pl ayer program the TV signal will not appear on the other workstations.

6. The Share Screen and Announce commands work with up to 100 workstations at a
time.

7. Wth the Share Screen, observe, and Control features, the higher the nunber
of colors on a nonitor or the higher the resolution setting for a nmonitor, the
greater the tine required to transfer information across the network.



8. If you plan on sharing a screen with several workstations, it is better to
select all the workstations at once, then use the Share Screen comand, rather
than sel ecting the workstations increnentally.

9. You will not be able to use the Control, Observe, Share Screen, Announce, or
Talk features with a workstation connected to the network via Apple Renote
Access.

10. If you share a screen or copy files across a router, you nay notice a
decrease in performance, particularly when copying files to workstations on
Local Tal k.

11. If you are using |IRTal k, nmake sure both sides of the connection are running
with either classic networking or with Open Transport networking.

12. If you use the Change Settings command to turn on file sharing on a

wor kst ation that does not have File Sharing software installed, you will not get
an error nessage, even though file sharing will not be turned on. File sharing
nmust be installed on a workstation for this comand to work. Use the Software
Version Report to verify that File Sharing software is installed on

wor kst ati ons.

13. If you are using the Copy Itens command to copy files to an AppleShare file
server and the server is busy, you nay get an error message stating "ltemin
use." Wit until the server is not busy and try again.

At Ease for Workgroups 4.0

Using the At Ease Adninistration program

14. If there is a single Adm nistrator for the At Ease server and the password
for this Admnistrator is lost or forgotten, it is possible to redefine the
password by discarding the At Ease Preferences file on the At Ease server. (See
the section "Adm nistering At Ease" in Chapter 7, "Tips and Troubl eshooting," in
the At Ease section of the Apple Network Adninistrator Tool kit manual .) However,
if you discard the At Ease Preferences file, information about approved vol unes
and approved desktop printers will be lost. You should use the Security nenu in
the At Ease Adninistration programto reestablish the Iist of approved vol unes
and the list of approved desktop printers. You should also edit each workgroup
on the server and reestablish its data storage volune, the allowed desktop
printers, and any volunmes to be nounted at | ogin.

Upgrading fromversion 2.0 or version 3.0

15. If you are upgrading fromearlier versions of At Ease for Wrkgroups (2.x or
3.X) and you wish to use the "Lock Startup Vol une" feature with version 4.0,
foll ow t hese steps:

e Open the At Ease Administration program and choose System Settings fromthe



Security nenu. In the System Settings dialog box that appears, nmake sure that
the option "Prevent users from bypassing security by starting up froma floppy
di sk" is NOT selected. Then quit the At Ease Admi nistration program

* Restart all At Ease workstations so they display the At Ease |ogin screen
(You may wish to use Network Assistant to do this.)

e Open the At Ease Administration programagain and open the System Settings
di al og box. This tinme, SELECT the option "Prevent users from bypassing
security."” Quit the At Ease Admi nistration program

* Restart all the At Ease workstations again.

| mprovi ng security

16. Some newer Macintosh nmodel s running system software version 7.5.2 may al |l ow
users to bypass At Ease by hol ding down the Shift key at startup. To solve this
probl em open the System Settings dialog box (using the Security nenu in the At
Ease Adm nistration progran) and nake sure the "Don't allow Shift key at
startup" option is selected. Alternatively, you can upgrade the workstations to
system software version 7.5.3.

17. A user may be able to nodify a docunent in a workgroup shared fol der or a
vol ume shared folder by opening it, changing the contents, and using the Save
conmmand. This can happen even if you have not given the user's workgroup

perm ssion to save to these shared folders. To prevent users fromnodifying a
docunent in a shared folder, you can | ock the docunment by opening the folder on
the server, selecting the docunent, and choosing Get Info fromthe File nenu. In
the I nfo wi ndow that appears, click the "Locked" checkbox in the |ower-Ieft
corner to put an Xinit.

18. You can prevent workgroup nmenbers from opening applications fromrenovabl e
medi a by leaving the "Al'l ow applications to be opened fromrenovabl e nmedi a"
option unchecked. (See the section "Setting Locations for a Workgroup" in
Chapter 4, "Creating At Ease Users and Workgroups.") However, leaving this
option unchecked does not prevent users from | aunching applications on CD ROV
di scs. To prevent users from opening applications on CD-ROM di scs, you can
specify the exact CD-ROM di scs and files on these discs a workgroup can use
(See the section "Defining Access to CD-ROM Di scs" in Chapter 6, "Adm nistering
the At Ease System")

19. At Ease adnministrators should be aware that the Iist of "all owed"
applications, desk accessories, and control panels for a workgroup is created at
login time when At Ease scans the workstation for

« all itens for the current workgroup created by the At Ease
Admi ni stration program
e items in the Apple Menu Itens folder (if the workgroup has access to it)
e« the Chooser (if the workgroup has access to it)
« the Print Monitor
e items in the Startup Itenms folder (if the workgroup will launch itens in
this fol der)



e items in the Shutdown Itens fol der
e itenms in the Control Panels folder (if the workgroup has access to it)
e approved subl aunched prograns

If an application or an alias to an application exists in any of these

| ocati ons, workgroup nmenbers will be able to open it (fromthe restricted

Fi nder, for exanple) even if you did not give them pernission to do so when you
created the workgroup. Likewi se, if a docunent exists in any of these |ocations,
wor kgroup users will be able to open the application that created it w thout
havi ng explicit perm ssion to do so.

Note that the user's own documents folder is not included in the Iist of scanned
| ocations. (If it were, a user could copy any application froma floppy disk to
this folder and open it.)

At Ease and the restricted Finder

20. The instructions in Macintosh Quide (available fromthe Guide nenu in system
software version 7.5 or later) may not work for users in the restricted Finder
For exanple, a user who requests instructions from Maci ntosh Gui de on how to

adj ust the sound volume on his or her workstation will not be able to conplete
the required steps if the Admi nistrator has not given himor her access to the
control panels.

21. When a user in the restricted Finder inserts a floppy disk or has access to
anot her | ocal volune, any desktop items on that disk or volune are placed in a

folder called Itens for Desktop. Wien the user ejects the disk or unmounts the

volume, the items remain in this fol der

22. In the restricted Finder, a user may drag any fol der (such as another user's
folder) into his or her own folder. If the user does not have access to the
dragged fol der, the Finder adds an enpty folder of the sane nane to the target
fol der, but does not copy any files fromthe dragged fol der

23. In the restricted Finder, RAM di sks shoul d not be used.

At Ease and CD- ROM di scs

24. At Ease for Workgroups includes a security feature to prevent users from
ejecting CD-ROM di scs without first entering an admini strator password. However,
with some CD-ROM drives you can eject a CD-ROM di sc nanual ly. At Ease cannot
prevent users fromejecting CO-ROM discs in this way.

25. At Ease can display only one CD-ROM panel at a tinme. If a workstation has a
second CD-ROM drive and the user inserts another permitted CO-ROMdisc in this
drive, it will not appear until the first CD-ROM has been ejected

26. At Ease treats CD-ROM drives that are connected to an AppleShare file server
as Appl eShare vol unmes, not CD-ROM drives. An administrator cannot use the

" CD- ROM Pr ef erences” conmmand on the Miintenance nmenu to prevent access to these
drives.



At Ease and desktop printers

27. To add desktop printers to the Access to Printers list, you should first
create the desktop printers in the Finder (not the Panels or restricted Finder
environnents), then run the At Ease Adm nistration program

28. Before users log in to a workstation that will be using desktop printers,
you should go into the Finder at that workstation and create the desktop
printers. Also, make sure that the background printing option is turned ON for
StyleWiter and LaserWiter printers. (If it isn't, users may print nultiple
copi es and exceed their page quota, if they have one. The nunber of pages
recorded in the activity log will also be incorrect.) AppleTalk | nageWiters do
not print in the background, but if they have been properly set up as desktop
printers, At Ease will correctly count the nunber of copies and enforce any page
qguot as.

29. If you set a page quota for a workgroup that is using desktop printers, it
is best not to allow this workgroup access to the Chooser. (A user could create
ot her desktop printers during a session and bypass the page quota and activity

| oggi ng.)

Known software conflicts

30. Users may experience problens if an At Ease workstation is running system
software version 7.1.2. You should upgrade the system software on At Ease
wor kstations to version 7.5 or |ater

31. Current versions of the Speed Copy extension are not conpatible with At Ease
and shoul d be renoved from At Ease workstations.

32. Using the Wirl dScri pt Power Adapter extension (version 7.5, 7.5.1, or 7.5.2)
on an At Ease Power Macintosh workstation may cause a crash. You can renove the
ext ensi on or upgrade to systemsoftware version 7.5.3 or later

33. In the restricted Finder environnent, the Apple Internet Dialer does not
work properly. Use this application fromthe Panels or Finder environnments.

Backi ng up the At Ease server

34. If you are using Retrospect to back up the At Ease server, you should set
the option "Lock out volumes during backup." This will avoid any problens if an
At Ease workstation happens to be logged in to the server at the time of the
backup. (O her backup prograns may have similar options.)

Restoring the At Ease server

35. To ensure that your At Ease server operates correctly after restoring the At
Ease server information froma backup copy, refer to the section "Restoring At



Ease Information" in Chapter 6, "Administering the At Ease System" and perform
t hese additional steps:

* Open the restored folder At Ease Itens W&

* Open the At Ease Setups folder and drag the Setups.idx file to the
Trash. Then close the At Ease Setups fol der.

e Open the At Ease Users folder and drag the Users.idx file to the Trash.
Then close the At Ease Users fol der.

You do not need to restart the conputer after restoring the At Ease
i nfornmati on.

At Ease and Kid Pix Studio

36. Kid Pix Studio sublaunches several hel per applications. To allow Kid Pix
Studio to sublaunch these applications successfully, choose Application
Preferences fromthe Miintenance nenu of At Ease Admi nistration program and
click the Custombutton. In the Custom Add screen, add each of the foll ow ng
applications:

Begi n_Tabl e
Nane File Creator
KPS 0 Ki do
KPS 1 Ki dl
KPS 2 Ki d2
KPS 3 Ki d3
KPS 4 Ki d4
KPS 5 Ki d5
End_Tabl e
To type the i character in the file creator names, hold down the Option key

while you type the letter i, then release the Option key and i medi ately type
the letter i again.

M scel | aneous points

37. Because At Ease can open up to four files on the server for each workstation
that is in the login screen, it is possible that versions of AppleShare earlier
than 4.2.1 will not allow as many workstations to connect as specified in the
File Server Preferences dialog in the Appl eShare Admi n program

38. If there is very little free disk space on the At Ease server, users may
experience difficulty |ogging in.

39. If you delete a user from At Ease, the Internet preferences for this user
are not deleted fromthe At Ease Users folder on the At Ease server. You can
delete the preferences manually in the Finder by dragging themto the Trash.



40. At Ease usually identifies applications for a workgroup by file creator |ID
not by file nanme. If two applications on an At Ease workstation have different
nanes but the same file creator I D, the wong application may be opened. (This
m ght happen, for exanple, if two separate installer files with different
desktop icons are both based on the sane installer application.)

41. If a workgroup is required to open and save docunents in approved |ocations
and if an Appl eShare volune that is not the user docunent volunme is nounted,
menbers of the workgroup will see the volume nanme dinmed in the Save dial og box.
They cannot save to this vol une.

42. A user who starts out in the At Ease Panels environment, then switches to
the Finder by using the Go to Finder command, nmay experience problens when
openi ng control panels through the Control Panels subrmenu in the Apple nenu. In
nost cases, the control panel will appear in front of the At Ease panels, even
t hough the user has switched to the Finder. In certain cases, a nessage wl|l
appear stating that the control panel can't be opened. To avoid these problens,
an At Ease user who switches to the Finder by using the Go to Finder command
shoul d avoi d openi ng control panels through the Control Panels subnenu. I|nstead,
t he user should choose Control Panels fromthe Apple nenu and rel ease the nobuse
button to open the Control Panels wi ndow, then double-click the control pane

t hey want to use.

43. The Di sk Usage wi ndow in the User Disk Space report indicates the tota
nunber of bytes in the user's docunent folder, not the amount of disk space
actually used. If you conpare this number with the fol der size information
reported by the Finder (using the Get Info command), you will notice that the
Fi nder number is usually |arger.

44, On the Special menu in the Panels environnent, an administrator may not see
the At Ease Adninistration programlisted even though the programis installed
on the startup disk of the workstation. To fix this problem go into the Finder
on the workstation and open the folder that contains the At Ease Administration
program Then go back to the Panel s environment.

45. You should not add nore than 400 itenms to a workgroup

CGeneral recommendations for workstations, servers, and networks

46. Extensions provide inportant enhancenments to a workstation's or server's
capabilities. Since they require RAM you should use the Extensions Manager to
turn on only those extensions that are really needed, particularly at

wor kstations with | ess RAM

47. For maxi mum server performance, you can put the System Fol der on a RAM di sk
(The RAM di sk feature is avail able on newer Macintosh nodels.)

48. Appl e workgroup servers provide built-in hard disks that are 20-30 percent
faster than desktop Maci ntoshes. Faster hard di sk access can significantly
i nprove overall server performance



49. Use the Network Performance comand in Apple Network Assistant to check
periodically on network performance and to troubl eshoot network probl ens.
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