MAE 2.0: AppleTalk Access Privileges (3/95)

Article Created: 16 March 1995

This article describes AppleTal k access privileges and UNIl X perm ssi ons when
sharing files (directories) under Macintosh Application Environnent (MAE) 2.0.

DI SCUSSI ON = = = = = = = = = = x ot oo oo e e el

When you share a folder or a disk, by default anyone on the network can open it,
read it, or change it. However, you can set access privileges to files and
folders you own (that is, those that you have created or whose ownership has
been transferred to you) to specify who can use your shared itenms. You can al so
al | ow access to guest users; see "Naming Specific Users," later in this

section.

There are three types of FileShare access privil eges:

 See Folders: You can open the folder

* See Files: You can open any file within the fol der

« Make Changes: You can change the contents of any file within the fol der

| MPORTANT: When MAE users export part of a UNIX file systemvia file sharing,
they can grant FileShare access only to the extent that the UN X perm ssions
all ow them that access. For exanple, if an MAE user does not have wite access
to a file, the user cannot export that file with FileShare wite access. Thus,
the privileges another user has when accessing files are the nbst restrictive
conbi nation of the UNI X perm ssions and the file sharing privil eges.

Di fferences between UNI X and Maci nt osh access pernissions
The differences between UNI X perm ssions and Maci ntosh file-sharing privileges
can be sumuarized as foll ows:

e Macintosh file-sharing privileges affect file sharing over AppleTal k. UN X
perm ssions affect perm ssions across all UN X networks.

e« All files and folders (directories) created within UNI X are assi gned default
UNI X perm ssions automatically. Folders and their contents are assi gned
Maci ntosh file-sharing permissions only if the owner of the folder has nmade the



fol der avail able to others.

e« UNIX permts the owner to assign different permissions to every itemwithin a
directory; Macintosh file sharing allows the owner to set privileges for the
folder. These privileges are transferred to all the contents of the folder

col l ectively.

e In nost cases, a user should not share the root directory w thout carefu
configuration of access privileges. For exanple, sharing the root directory with
read-only pernission allows renpte users to view files such as /etc/passwd.
Users shoul d be especially cautious when sharing folders on NFS volunes via file
shari ng.

The follow ng tabl e shows UNI X perm ssions conpared with file sharing
privil eges:

If UNI X pernissions are Then file sharing privileges are
Read Wite Execut e See Fol ders Make
and See Files Changes

No No No No No

No No Yes No No

No Yes No No Yes

No Yes Yes No Yes

Yes No No No No

Yes No Yes Yes No

Yes Yes No No Yes

Yes Yes Yes Yes Yes
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