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This article describes a security issue where the Retrospect Renote Control
Panel has been installed in your system and Renote has not been configured by
t he backup server admi nistrator
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VWhen you install the Retrospect Renbte Control Panel and restart, Renote is
activated and waits for the server to downl oad a security code and seri al
nunber. If the server does not do this, anyone with a copy of Retrospect and a
set of serial nunbers can initialize your system backup your hard drive to
theirs, and then de-initialize your systemw thout you noticing.

Once a Renote Control Panel has been initialized with a serial nunber, this is
not a problem This security issue only exists if you install the Renote Contro
Panel in your systemand don’t initialize it. Either disable the Control Pane
or get it initialized by your backup admi nistrator

Fol | ow these steps to see if your systemis set up correctly:

1) Open the Control Panels fromthe Apple nmenu. If the Renbte contro
panel is not present (it is the last file listed when viewed by
nanme), it was not installed and this issue does not affect you

2) If the Renpte control panel is present, open it by double clicking.
If you see "A/ C xxx-xxx-xxxx" (where the "x characters” represent the
serial nunber) in the bottomthird of the Retrospect Renote w ndow,
then no one can re-initialize your Renote control panel, unless your
security password is guessed. Your password is set by the backup server
admi ni strator when the serial nunber is downl oaded. Check with the
adm nistrator to find out whether your password is good or bad.

3) If the Renpte control panel is present, and it shows something other than
what is described in Step 2, then drag the Renpte control panel out of
your Control Panels folder onto the desktop and restart your Macintosh.
This renoves the security hole. Also contact your backup server
adm ni strator.



Al so, while you have it open, check to see when the last tinme your backup was
prefornmed. If it has been a while, check with your adnministrator to find out
why.

If you have a copy of Renbte in your Control Panels folder, and you are not
bei ng backed up by Retrospect, you should renpve it. There is no reason to have
it installed unless it is being used to backup your system If you are using it,
and it is configured properly there is no security problem Users who just
install Renote into the Control Panels folder, or had it installed for them and
forget it, are at risk
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