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This article is the OQpen Transport 1.1.1, Network Planning & Adm ni stration FAQ
(frequently asked questions).

DI SCUSSI ON = = = = = = = = = = - o x ot o m o e et il

Question: Does Open Transport offer network managers nore control over Mac CS
net wor ki ng?

Answer: Yes. Open Transport allows network managers to specify details of the
net work connection and configuration in advance, via a "preferences" file. These
configurations nay contain a mxture of user-provided infornmation and network
manager recomended and/or network manager required settings. Recommended data
provides a default for the end-user, while required configuration data is |ocked
wi th an adm ni strator's password.

Open Transport configurations can be prepared on one machi ne and distributed to
ot her systems. To support this, the OQpen Transport configuration utilities allow
a configuration to "exported" and "inported". Exported configurations can be
distributed via electronic mail, a file server, or even "sneaker net".

Question: WII Open Transport require organi zati ons to nmake changes i n network
adm ni stration, planning, or design?

Answer: The first Open Transport protocols - AppleTalk and TCP/IP - offer new
features that give a network manager nore flexibility and control. Sone of these
features, when inplenmented in a network environment will require additiona

t hought and pl anni ng by a network manager

In particular, Open Transport/Appl eTal k adds support for the use of static
(manual | y assi gned) Appl eTal k node addresses. If inplenented, a network manager
may prefer to assign addresses based on a pre-designed protocol address
management plan. Open Transport/TCP adds support for the Dynami c Host
Configuration Protocol (DHCP). DHCP all ows network nmanagers to allocate |IP
addresses and other configuration infornmation froma DHCP server. Optinum

depl oynment of DHCP services within an enterprise requires planning.



In order to better conformto applicable standards, Open Transport/TCP al so has
somewhat nore rigorous requirenents regarding the content and fornmat of the

| ocal HOSTS file. This could require sone updating of existing MacTCP-conpati bl e
host files. See TCP/IP Features for nore information

Question: Does the use of AppleTal k manual addressing increase the requirenent
for network administration?

Answer: Open Transport/Appl eTal k offers network administrators a choice. Sites
that prefer to have the network infrastructure automatically assign uni que
protocol addresses can continue to rely on Appl eTal k Address Resol ution Protoco
(AARP). Sites that find advantage in having fixed and well -known protoco
addresses for each end-node can inplenment manual addressing.

VWhen manual addressing is selected there will be a requirenment to allocate and
assign the initial protocol addresses, which will subsequently be "l ocked". Sone
adm nistrators may prefer to do this allocation based on a central nunbering

pl an, creating individual configuration tenplates (recomrended or required
settings) for each user. Others nmay prefer to allow the network to determ ne the
initial address configuration (that is, use dynanm c addressing once), and then

| ock the uniquely assigned addresses after initialization

It is inmportant that all nodes on each individual AppleTal k subnet (a given
cabl e segnent assigned a uni que network number or network nunber range) be
adm ni stered consistently - either all with dynam c addressing or all wth
pre-assigned static addresses. This avoids a potential conflict between a new
dynam c node acquiring an address assigned to an off-line, nmanually-addressed
node. Admi nistrators can enforce the addressing policy for a subnet by I ocking
t he addressing node in the "dynam c" or in the "nanual" state. As an

adm ni strative precaution, however, Qpen Transport/Appl eTal k does continue to
check for the presence of duplicate protocol addresses on the LAN when static
addressing is configured.

Question: Are there other benefits that arise fromthe new support for AppleTalk
manual addr essi ng?

Answer: Yes. Manual configuration of static AppleTal k addresses supports MacOS
products that utilize WAN datalinks where non-full-mesh topol ogies are
i mportant. This includes datalinks such as Frane Relay, SWMDS, and ATM

Question: Does Open Transport/ TCP support Boot P?
Answer: Yes. Open Transport v1.1 fully supports Boot Protocol (BootP)

Wth Open Transport v1.0.x, there was an error condition in which Open Transport
would fail to accept a BootP Reply if it were sent to the unicast (subnet
broadcast) address, that is, xxx.xx.X.255; replies sent to the all-nets
broadcast address (that is, 255.255.255.255) were handl ed properly. Both
situations are correctly handl ed by Open Transport v1.1.



Open Transport 1.1 now al so supports BootP gateways | ocated 1 or nore hops away.
Earlier versions of Open Transport required that the BootP gateway be zero hops
away.

Question: Wiich DHCP servers are supported by Open Transport/ TCP?

Answer: Apple's inplenentation conforns to the current versions of the
appl i cabl e specification docunents (RFCs). To date, Open Transport/TCP has been
tested with the foll owi ng DHCP server inpl enentati ons:

 Conpetitive Automation

» FTP Software http://ww.ftp.com

e Hewl ett Packard HP-UX http://ww. hp. com
* Mcrosoft Wndows NT Advanced Server

e Silicon Gaphics http://ww. sgi.com

e Sun Solaris and SunCS http://ww. sun. com
e TGV http://ww. tgv.com

Question: Does Open Transport/ TCP support DHCP address | eases?

Answer: Yes. Open Transport/TCP fully supports DHCP address | eases. Open
Transport/ TCP will automatically attenpt to renew any address | ease that reaches
it's renewal interval, which defaults to half of the lease's lifetine. (The
Renewal Interval may be configured to a different val ue by naking changes to the
configuring DHCP server). Renewal will be attenpted regardl ess of how many tines
the | ease has al ready been renewed.

Should an interface's IP address | ease expire, the interface will be cl osed
down.

Question: Are there interoperability issues of note regardi ng DHCP servers?

Answer: Sonme DHCP servers require padding to a fixed packet size; other servers
do not accept padded packets. Open Transport 1.1 and greater autonmatically adapt
to the type of DHCP requests that a given server accepts, while earlier (1.0.Xx)
versi ons sent non-padded packets.

Net wor k managers shoul d al so note that Open Transport 1.1 and greater support
DHCP gat eways | ocated one or nore hops away. Earlier versions of Open Transport
required that the gateway be zero hops away.

Question: Can Open Transport/TCP act as a DHCP client to a Wndows NT Advanced
Server?

Answer: Yes. Wth Open Transport v1.1, MacOS clients are fully interoperable
with the Wndows NTAS DHCP server

Maci ntosh clients running earlier versions of Open Transport (1.0.x) could
experience some of the following interoperability problenms due to differences



between the M crosoft inplenentation and that of a typical UN X server.

e Clients running Qpen Transport v1.0 or v1.0.1 were not able to acquire
| eased | P addresses.

This was due to unusually long reply-tinme-out values used in the NTAS
i mpl ement ati on. Open Transport v1.0.6 was changed to accommopdat e NTAS
behavior in this regard.

e Clients running Open Transport versions prior to v1.0.8 would be
i nconmpl etely configured via DHCP

NTAS sends only | P address, | P address |ease information, the
configuring server's | P address, and a subnet nask. I|nvestigation
reveal ed that other configuration options entered in the NT DHCP
server's database (default gateway address, domain nane server

addr esses, dommi n nane, broadcast address, and so on) were not sent
unl ess specifically requested by the client using the DHCP Paraneter
Request List option.

Appl e believes that requiring use of this option in order for the client
to be properly configured is contrary to the DHCP server specification
described in RFC 1541 (Dynam ¢ Host Configuration Protocol), and it
appears to be unique to the NTAS inpl enentation. However, in interest of
interoperability, Open Transport v1.0.8 and v1.1 use the Paraneter
Request List option to request default gateways, DNS servers, domain
nane, subnet mask, and broadcast address. This pernmits Qpen
Transport/ TCP clients to be fully configured by these servers, at the
expense of a few additional packets on the wire during the
initialization phase.

Question: Can Open Transport/TCP act as a WNS client to a Wndows NT Advanced
Server?

Answer: No, not at this tine. The Mcrosoft WNS server is dependent on

M crosoft extensions to TCP/IP (requiring NetBlIOS support) that provide sone
automation for assignnment and registration of IP host and donmai n nanes. The

I nternet Engi neering Task Force (IETF) is developing a cross-platformindustry
standard technol ogy for dynam c registration and | ook-up of |IP nanmes through the
Dynam ¢ Servi ce Location working group. Apple has no current plans to inplenent
the WNS extensions. Instead, we are fully conmitted to inplenentation of the
applicabl e | ETF standards as they energe. W wel come custoner feedback on this
topic - should sufficient demand for a WNS client materialize, we'd be open to
exploring this issue. A future MacOS WNS client woul d be dependent upon

M crosoft releasing sufficient technical detail regarding their proprietary
extensions to IP to nake an interoperable inplenmentation possible.

Question: Wen installing and configuring Qoen Transport, are there any
addi ti onal issues of note for network nanagers?

Answer: The follow ng conments have been devel oped based on feedback from



cust oners.

e Because the new donai n nane resol ver supplied with Open Transport/TCP is
both nore capabl e and nore standards conpliant than the one included
with MacTCP, configuration changes may be desirable or necessary. For
exanpl e, al t hough comon practice in configuring MacTCP, it is no |onger
necessary to repeat the primary DNS server address in the configuration

e« Network managers should note that although the TCP/IP control panel can
properly receive and utilize multiple gateway and nane server addresses
froma DHCP server, only the first one returned has been displayed in
the TCP/IP control panel. This has been resolved in O 1.1.1.

e Error -3205 can result if the user has nanually nodified (noved,
renamed, or deleted) files installed by Qoen Transport. Both the Shared
Li brary Manager and Shared Li brary Manager PPC files nmust be present on
a Power PC MacOS system |In general, users should not attenpt to nodify
the OT installation through any neans other than the Apple supplied
installer scripts.

e Users are occasionally encountering an error nessage |i ke 3Cannot open
connection to DNS Nane Server2 when trying to run classic MacTCP
applications. This can result if the user has nmanually nodified (noved,
renamed, or deleted) files installed by Open Transport. The MacTCP DNR
file nust remain in the System Fol der at the root |evel for backward
conpatibility to function.

« Wth System 7.5, TCP/IP support was included but was not automatically
installed (it required a CustomlInstall action). As of System 7.5.3 and
Open Transport, TCP/IP services are always installed. However, if there
are no MacTCP preferences on the target disk, TCP/IP is installed with a
default configuration specifying configuration via MaclP in the current
Appl eTal k zone, but it is set to 3Never Load2. To enable TCP/IP, use the
TCP/ 1P Control Panel in the Advanced or Adm ni strator node and sel ect
the Options dial og.
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