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This article is the Open Transport 1.1.1 and MacGOS System 7.5.3 FAQ (frequently
asked questions).

DI SCUSSI ON = = = = = = = = = = - o x ot o m o e et il

Question: After installing System Update 2.0 (System 7.5.3) |'ve noticed that
t he Ethernet address of a system has changed from 00: AO: 40: XX: XX: XX to
00: 05: 02: xx: xx: xX. Why? |Is this due to Open Transport?

Answer: Apple was initially assigned Ethernet MAC (Media Access Control)
addresses of 00:08: 07: xx: xx: xx. Appl e NuBus and on-board Ethernet

i npl enentations from 1989 t hrough part of 1995 were given addresses fromthis
range. In 1995, however, Apple began to reach the end of the avail abl e addresses
in that range, and petitioned the | EEE for an additional vendor code (address
range) assignment. W were granted 00: AO: 40. Apple began using these new
addresses (00: AO: 40: xx: xx: xx) in sone of our Ethernet inplenentations mid-year
1995.

MAC addresses are typically stored in an EPROM (erasabl e programmbl e read-only
menory) on the Ethernet chip set, in "token ring format". This format has each
byte stored in bit-reversed order. For exanple:

Et hernet format (hex):00A040

Bi nary equival ent: 0000 00001010 00000100 0000
Token ring format (hex): 000502

Bi nary equi val ent: 0000 00000000 01010000 0010

Sone Maci ntosh systens - the Power Macintosh 7200, 7500, 8500, and 9500 - and
sonme Appl e NuBus Ethernet cards had their MAC address unintentionally stored in
Ethernet format; not in the standard token ring format. That is, rather than
storing the address as 00: 05: 02: xx: xx: xx and then converting to yield the

assi gned address range of 00: AO: 40: xx: xx: XX, the addresses were stored as

00: AO: 40: xx: xx: xx and woul d convert to 00:05: 02: xx: XX: XX on the wire.

At the sane tine, however, there was also a bug in the Open Firnmwnare code for
t hese sane systens that caused themto NOT convert the address stored in the
EPROM The result was that the intended MAC addresses (00: AO: 40: xx: XX: XX) were



bei ng used on the wire by these Ethernet inplenentations, even though they were
not stored in the correct format. (A rare case of "two wongs do nake a
right".)

MacCOS network utilities also access the EPROMto read MAC addresses, however,
and correctly assunme the token ring format. Thus they convert stored addresses
at the application |ayer before presentation to the user. Wen running on one of
the affected systenms, such a utility would report an address of

00: 05: 02: xx: xx: XX, even though a network anal yzer packet trace woul d show an
address in the range 00: AO: 40.

Because the Open Firmnare bug did not apply to Apple NuBus Ethernet cards with
MAC addresses in the new range (Open Firmnare is a PCl specific technol ogy), the
MAC addresses WERE converted from 00: AO: 40: xx: xx: XX to 00: 05: 02: xx: XX: XX,
resulting in the use of unauthorized addresses on the wire. Fortunately, the

00: 05: 02 range was still wunassigned, and these cards did not create

i nteroperability problens.

Upon original discovery of this situation, Apple quickly petitioned the | EEE and
was granted the 00:05:02 range. This was in addition to the already approved
00: 08: 07 and 00: AO0: 40 ranges.

System Update 2.0 (System 7.5.3) includes a fix for the Open Firmnare bug that

i npacted the Power Macintosh 7200, 7500, 8500, and 9500 systenms. Once updated to
MacOS System 7.5.3, these systens will now convert their address before use, and
as a result appear as 00: 05:02: xx.xx.xx on the wire. This change inpacted a Qpen
Fi rmnvar e conponent, and was not a part of Qpen Transport v1. 1.

Not e t hat because Apple has been granted use of the 00:05:02 range, these PCl
MacOS systens now have properly stored and communi cated addresses. This change
brings consistency to the behavior of all Apple on-board and NuBus Et hernet

i mpl enentations, and allows Apple and third party network nmanagement utilities
to correctly read and report these addresses to users w thout requiring new
versions of utility software

These changes were necessary to assure ongoi ng standards conpliance, and to
renedy the conpatibility issues with network nmanagenment utilities. However, they
may i npact networks including the Appl e Ethernet inplenentations noted above.
Specifically, any network access and configuration services which depend upon
statically configured MAC addresses will require reconfiguration by the network
adm ni strator once System 7.5.3 is introduced into the environnent. Such
services can include BootP, DHCP, RARP, certain firewall and security products,
sone routing Access Control Lists, and smart Ethernet hubs incorporating
MAC- | evel security.

The 00: AO: 40 address range is now reserved for future Apple expansion, at such
time as the 00:08:07 and 00: 05: 02 ranges are exhausted. This situation did not
ef fect Power Macintosh 7200, 7500, 8500, and 9500 systems or other Apple

Et hernet inplenentations with physical Ethernet addresses in the origina

00: 08: 07 range.

Question: Does System 7.5.3 require the use of Open Transport?



Answer: System 7.5.3 supports and includes both classic and Open Transport
net wor ki ng.

Doi ng an Easy Install of System 7.5.3 on an 68030, 68040, or NuBus Power PC Mac(OS
systeminstalls Open Transport v1.1 and classic networking. Easy Install on a
68000 or 68020 Macintosh will install only classic networking. Easy Install on
PCI MacOs systens will install only Open Transport.

Question: Why does System 7.5.3 include both classic and Open Transport
net wor ki ng?

Answer: System 7.5.3 includes both classic and Open Transport networking to
support a Universal System Folder, which could provide networking services for
any MacGOs system fromthe Mac Classic to the nost powerful Power PC

Question: Since both Qpen Transport and classic networking are included wth
System 7.5.3, which network software will actually be used?

Answer: The networking software used by System 7.5.3 depends upon four factors:
 the configuration of the systemwhere 7.5.3 was install ed;

e an initial stored preference, established at system software
installation tine;

« the configuration of the systemcurrently being booted, which m ght be
the sane as or different fromthe systemwhere 7.5.3 was installed; and

e the user's change to the stored preference, if any.

Toget her these factors determ ne the networking software system | oaded at system
startup (boot) tine:

* Classic networking will |oad and run when booting System7.5.3 on a
68000 or 68020 Maci ntosh, even if QOpen Transport is also installed;

e Open Transport will |load and run when booting System 7.5.3 on PCl MacCS
systens nmeeting Open Transport mininum nmenory requirenents, even if
classic networking is also installed,

e Both classic and Open Transport options are avail able on 68030, 68040
and NuBus Power PC MacCS systens neeting Open Transport m ni num menory
requi renents. The networki ng software used at boot tinme is selected
based upon the stored preference.

When System 7.5.3 is Easy Installed on these nachines, the initial preference is
to load and run classic networking. Qpen Transport can be enabl ed using the

Net wor k Software Sel ector utility, discussed bel ow

If Open Transport is Customlinstalled fromthe System Update 2.0, or installed



usi ng the stand-al one Open Transport installer, the initial preference is to
| oad and run Open Transport networking. Cassic networking can be enabl ed using
the Network Software Selector utility.

e Classic networking will |oad and run when booting MacCS systens with
less than 5 MB (680x0) or 8 MB (PowerPC) total system nenory.

If this constrai ned-nmenory situation occurs on a 68030, 68040, or NuBus
MacOS system classic networking will load and run, with full support
for AppleTal k and MacTCP

If this constrai ned-nmenory situation occurs on a PCl MacOS system -
perhaps due to the definition of a large RAM di sk - classic networking
wi |l becone available, but will be linited to support only for AppleTal k
on Local Talk; no TCP/IP services will be avail able.

Question: What happens if a boot device is noved to a different systemafter the
preference has been established?

Answer: The stored preference for network software will be honored, if possible,
at boot time. Whenever the system configuration being booted nmeets the mninum
requirenents for the preferred network software, it will load and run. If the
stored preference has been deleted, or is not appropriate for the system being
booted, the rules noted above around mi ni mum and recomrended nmenory size,
processor, and bus type determ ne which network software system | oads.

Question: Wiy is the network software preference initially set during system
installation tine? Wwuldn't checking system configuration at boot time be a nore
flexible way to support the Universal System Fol der?

Answer: As descri bed above, a nunber of system configuration checks are nade at
boot tine - including processor, bus type, and system RAM - and influence the
choi ce of network software when booting a Universal System Fol der

On MacOS systens that support both networking software systens, however, an
initial preference is established based on systemconfiguration at installation
time. For the najority of users, this system(the installation system is the
same one as where the System Fol der being created will be used. In these cases,
the update / installation script establishes a preference based on the
recommended menory configuration (vs. the minimumrequired menory, which is
still always tested at boot tine).

There are two reasons for doing this in this nmanner:

e Testing for mnimum nenory requirenments at systemstart-up time assures
a conpati bl e hardware-software conbi nati on each tine a systemis booted
If a systemconfiguration changes to fall bel ow Qpen Transport's m ni num
menory requirenments - which m ght happen due to reconfiguration, or by
novi ng an external boot device to a different system- System7.5.3
automatically drops back to classic networking to provide basic
connectivity to the outside world.



e When there is no stored preference, System 7.5.3 sel ects between classic
and Open Transport networki ng based on the system configurations
descri bed above. As this check is based on total nenory (including VM
but less RAM disk), in the absence of a preference, a seem ngly
unrel ated user action such as turning VM on or off could change the
network system used at (next) boot time. For exanple, enabling VMon an
8 MB system woul d provide at least 9 MB RAM at next startup, noving the
system fromclassic to Qpen Transport "unexpectedly"; turning on a RAM
Di sk coul d cause another reversal. Thus, setting an initial preference
"l ocks in" a predictabl e behavior

Question: How can a user specify a preference for a specific network software
system overriding the systeminstallation preference?

Answer: Apple has developed a utility called the "Network Software Sel ector”
(NSS), which allows a user to indicate a preference for classic or Open
Transport networking. Network Software Selector is distributed as a part of
System 7.5 Update 2.0, and in other System 7.5.3 configurations - it is |ocated
in the Apple Extras Fol der

NSS may not be supplied in all configurations of System 7.5.3; for exanple, PCl
MacOS systens manufactured with System 7.5.3 pre-installed may not have the

Net work Software Sel ector utility included, because these systenms require Qpen
Transport.

To indicate a preference, the user |aunches NSS and clicks the radio-button
control indicating either classic or Open Transport networking. After quitting
NSS, the system must be re-started for the preference to have a change to take
effect.

Question: Does the Network Software Sel ector allow a user to specify a
preference for a networking systemthat is "not valid" for the current system
configuration?

Answer: Yes, with the Network Software Selector it is possible to set a
preference for classic networking while currently booted on a PCl MacCS system
or to set a preference for Open Transport while booted on a 68000 or 68020

Maci ntosh. This is designed to allow an adninistrator to prepare an external
boot device with an Universal System Folder that has a configuration different
than their own machi ne.

The Network Software Sel ector indicates a user preference; the actual network
software | oaded is determ ned when the systemis booted. If a preference for
Open Transport is set but the device is a 68000 or 68020, classic networking
woul d | oad, ignoring the preference. If that boot volunme is noved to a Power
Maci nt osh 9500, Open Transport would | oad, as this PCl systemrequires Open
Transport. Mve the boot volune to a Quadra 800 and restart; Open Transport
woul d | oad based on the stored preference.



Question: Can the stored preference be del eted? Wiy nmight this be a useful
action?

Answer: The preference for network software systemis stored as a part of the
Appl eTal k Prefs file, kept in the System Folder. Deleting this file will also
del ete the stored preference.

In sone support environments it nay be useful to create a Universal System

Fol der that does not include a stored preference. For exanple, if a network

adm nistrator's systemis configured differently fromthe systens found with
end-users, the preference set at systemsoftware installation tine (based on the
configuration of the adnm nistrator's system) may not be optimum for end-users
syst ens.

If all of the end user population is configured sinmlarly, the network

adm ni strator could use the Network Software Selector utility to nodify the
stored preference before distributing system software. However, if end-users
system configurations vary wi dely, deleting the preference would have the effect
of deferring the selection of network software to boot tinme for each individua
user.

Shoul d an end-user want to "lock-in" a preference for their system they would
need to sinply launch and then close the NSS utility on their machine. This
records the network systemcurrently in use as the preference.

Question: Wien nmight a user want to use NSS to enabl e Open Transport, disabling
cl assi ¢ networ ki ng?

Answer: The Network Software Sel ector provides System 7.5.3 users an easy way to
update to Open Transport networking, w thout requiring customsystem software
i nstallations.

Open Transport shoul d be enabl ed when the user is ready to take advantage of any
of Open Transport's features, such as nultiple saved network configurations,
reconfiguration wthout restart, support for PowerPC native code; when the user
want to run Qpen Transport-ready or Open Transport-enhanced applications; or
when a network manager requires the use of Qpen Transport to connect to a
central |y adm ni stered network.

O course, users that have previously dropped back to classic networking in
order to maintain conmpatibility with an ol der network application will want to
re-enabl e Open Transport once the application has been updated.

Question: When might a user override the default for Open Transport and specify
a preference for classic networking?

Answer: The Network Software Sel ector provides an easy way to tenporarily drop
back to classic networking, if needed, on systens that support both networking

nodel s. There are two reasons why there might be a call to do so

* a need to nmaximze RAM avail able for running applications, especially if



VMis turned off; or

e a need to run older networking software that is not yet Open Transport
conpati bl e.

Bef ore droppi ng back to classic networking, users are encouraged to check with
the application developer to find out if an Open Transport-conpati ble or Open
Transport-ready version of the application is avail able.

Question: On systems that support both classic and Open Transport networking,
how are configuration preferences managed? How does the Network Software
Sel ector interact with these preferences?

Answer: When initially installed, Open Transport AppleTal k and TCP Preferences
files are created based on the current settings for classic networking. The
Prefs files will each contain a single configuration, entitled "Default".
Classic settings are not nodified by this installation process.

When booted with Qpen Transport active, classic networking conponents and
preferences are hidden, and Open Transport initializes with the default
configurations. Should the systemswi tch back to classic networking at a |l ater
time, Open Transport settings are hidden and the saved classic settings are
restored.

Each tine the system switches between classic and Qpen Transport - whet her
t hrough the use of the Network Software Selector utility or by noving an
ext ernal boot volume fromsystemto system (where different nmenory sizes or
processor types could cause a switch) - this process will be repeated.

Note that after the initial installation, there is no exchange of configuration
i nfornmati on between classic and Qpen Transport networking. |f changes are nmde
in network addressing, and so on while running classic networking, those changes
will not be in effect up on switching back to Open Transport. The inverse hol ds
true as well.

For AppleTal k users this would very rarely be any sort of problem as AppleTal k
dynam ¢ addressi ng and dynam ¢ naning would typically adjust to the system
environnent at network initialization tinme.

For TCP/ 1P users, this could create the potential for some confusion if a user
installed Open Transport but continued to run classic networking for a while --
nmaki ng some configuration changes during that tinme. Later, when they enable Open
Transport networking using the Network Software Selector utility, they'll find
that the default Open Transport/TCP configuration reflects their "ol d" MacTCP
settings, not the nost recent version

While there is sone potential confusion for users in this behavior, Apple |ooked
carefully at the alternatives, including the possibility of converting
infornation every tine the stored preference for network system changed. That
approach woul d have resulted in nmore frequent and nore difficult end-user

probl ems, so was abandoned in favor of the single-conversion at installation
time.



Question: On systens that support both classic and Open Transport networKking,
how are control panel s nanaged? How does the Network Software Sel ector interact
with these files?

Answer: During the boot process, a MacQOS system running System 7.5.3 checks for
the stored preference for networking software as descri bed above. Once the

sel ection of network software has been determ ned and val i dated, the |oad
process al so causes the appropriate control panels -- "Network" and "MacTCP" for
cl assi ¢ networking; "AppleTal k" and "TCP/IP" for Open Transport -- to be

"unhi dden". Those associated with the disabl ed network software are hi dden (nmade
i nvisible).

For the Network Software Sel ector "show and hi de" nechanismto work, it is very
important that all files associated with networking be stored in their origina
and proper locations, with their original file nanmes. Users should not renane
these files, nor should they partially install or de-install networking software
by draggi ng copies of files into or out of the System Fol der

Question: Does the Network Software Sel ector allow running Open Transport on a
68000 or 68020 Mac? If not, why not?

Answer: Wil e NSS can change the stored preference to Qpen Transport at any
time, the preference will be honored at boot time only on those nodels that can
use Open Transport - 68030, 68040, and Power PC MacOS systens.

68000 and 68020 systens al ways | oad and run classic networking. Open Transport
was not engi neered to support these two ol der processors as the overal
processor and system nenory requirenments associated with Open Transport's
additi onal features are generally higher than that available in these ol der
syst ens.

Question: Does the Network Software Selector allow running classic networking on
a PCl Power Mac? If not, why not?

Answer: While NSS can change the stored preference to classic networking at any
time, that preference will be honored at boot tine only on those nodels that can
use classic - 68030, 68040, and NuBus Power PC Mac(CS syst ens.

However, certain MacOS systens with PCl - designed for entry-level narkets,
where users' networking needs and system nmenory configurations nay be limted -
may ship with a default preference to initially support only AppleTal k on

Local Tal k using cl assic networking. On these systenms, a user can easily enable
Open Transport using NSS when they are ready to take advantage of PCl network
cards, or when they want to gain direct access to TCP/IP networks such as the

I nternet.

Cl assic networking is not generally supported on PCI MacOS systens for a nunber
of reasons:



e PCI MacOSs systens are based on Power PC, and only Open Transport provides
Power PC nati ve code;

* Appl e simultaneously adopted hardware and software standards for
net wor ki ng by supporting PCl networking via Open Transport's Datalink
Provider Interface (DLPI) driver architecture;

e Many of the new features provided by OQpen Transport, such as multiple
saved configurations, reconfiguration without restart, and support for
current standards (DHCP, IP nulticast, and so on) would have been
technically difficult or inmpossible to retrofit to classic networking;
and,

e Open Transport prepares the way for the Copland rel ease of MacGOS, by
careful ly defining an execution nodel consistent with protected nenory
and preenptive scheduling.

Question: Can MacTCP be installed on a systemrunning Open Transport?

Answer: Wth System 7.5.2 it was possible - although not reconmended or
supported - to install MacTCP on PCI MacOS systens through drag-copy of specific
files. Beginning with System7.5.3, this is no | onger possible.

In order to neet the requirenments of the Universal System Folder, System7.5.3
automatically hides files associated with classic networking on systens where
Qpen Transport is in effect (and correspondi ngly hides Qoen Transport files on
systens where classic networking is running). If a user installs MacTCP on a PCl
machi ne - where Qpen Transport is always active - the "just installed MacTCP
files will be automatically be hidden by the MacOS i medi atel y upon reboot of
the system This could be confusing to users who may not be aware that this
software configuration (MacTCP on PCl machines) is not supported.

If, for any reason, it becomes necessary to reinstall MacTCP on a 68030, 68040,
or NuBus Power PC MacOS system runni ng Open Transport, the end-user nust first
use the Network Software Selector utility to specify a preference for classic
net wor ki ng and reboot the system Only after the reboot will MacTCP and the

ot her conponents of classic networking be visible. The converse would al so be
true for Open Transport on these machines - only the currently runni ng network
systemis visible and can be nodified or updated.

Question: Does System 7.1.x support both classic and Open Transport networking?

Answer: System 7.1.x continues to support classic networking, and gains the
option of running Open Transport v1.1.

Customers running 7.1.x on 68000 and 68020 systens will continue to use classic
net wor ki ng; Open Transport v1.1 will not install on these systens. (System7.1.x
does not support PClI MacOS systens.) Customers running System 7.1.x on 68030
68040, and NuBus Power PC MacCS systens can use either classic or Qpen Transport
net wor ki ng. To enabl e Open Transport, users nust run the Open Transport
installer, available as a part of the stand-alone retail distribution package.



Question: Is the Network Software Sel ector available for System 7.1.x
cust oners?

Answer: No, the Network Software Selector is a feature only found in System

7.5.3.
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