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| have a network admi nistrator commenting that Open Transport 1.1, which cones
with the System 7.5 Update 2.0, will not allow the fragnenting of TCP/IP
packets.

MacTCP 2.0.6 does not set the Don't Fragnent (DF) bit and all ows packet
fragmentation, however, Open Transport 1.1 does set the DF bit. This nay be an
i ssue because some TCP/IP devices reject this. Can you confirmor deny this as
an issue without traces?

DI SCUSSI ON = = = = = = = = = = x = f ot o m ot o e e el

Open Transport supports a new | P feature called MIU Path Di scovery. The MIU Pat h
Di scovery al gorithm does set the DF bit on all packets as |long as the m ni mum
dat agram si ze (576) is not the current MIU. The DF bit is set on all packets so
that in the event that the route changes, which could cause the MIU to change,
the sender will receive an | CWMP "packet to | arge" datagramfroma router and
adjust the MIU. The only time the DF bit is not set is when the m ni num (576)
size datagramis bei ng used.

W are not aware of any problens using MIU Path Di scovery or setting the DF bit
with any | P inplenentations.

Here is a summary of howthis all fits together fromrfc 1191:

1. Introduction

When one I P host has a |large anmpbunt of data to send to another host, the data is
transmitted as a series of IP datagrans. It is usually preferable that these

dat agrans be of the largest size that does not require fragnentati on anywhere
along the path fromthe source to the destination. (For the case agai nst
fragmentation, see [5].) This datagramsize is referred to as the Path MIuU
(PMIU), and it is equal to the minimum of the MIUs of each hop in the path. A
shortcom ng of the current Internet protocol suite is the [ack of a standard
nmechani smfor a host to discover the PMIU of an arbitrary path.

NOTE: The Path MU is what in [1] is called the "Effective MIU for
sendi ng" (EMIU S). A PMIU is associated with a path, which is a



particul ar conbination of |IP source and destination address and perhaps
a Type-of-service (TOS).

The current practice [1] is to use the lesser of 576 and the first-hop MU as
the PMIU for any destination that is not connected to the sane network or subnet
as the source. In nany cases, this results in the use of snaller datagrans than
necessary, because many paths have a PMIU greater than 576. A host sending

dat agrans much snaller than the Path MU allows is wasting Internet resources
and probably getting sub-optiml throughput. Furthernore, current practice does
not prevent fragmentation in all cases, since there are some paths whose PMIU is
| ess than 576.

2. Protocol overview

In this neno, we describe a technique for using the Don't Fragnent (DF) bit in
the I P header to dynamically discover the PMIU of a path. The basic idea is that
a source host initially assunes that the PMIU of a path is the (known) MIU of
its first hop, and sends all datagrans on that path with the DF bit set. If any
of the datagrans are too large to be forwarded w thout fragnentati on by sone
router along the path, that router will discard themand return | CVMP Destination
Unr eachabl e nessages with a code neani ng "fragnentati on needed and DF set" [7].
Upon recei pt of such a nessage (henceforth called a "Datagram Too Bi g" nessage),
t he source host reduces its assuned PMIU for the path.

The PMTU di scovery process ends when the host's estimate of the PMIU is | ow
enough that its datagrans can be delivered wi thout fragnentation. O, the host
may elect to end the discovery process by ceasing to set the DF bit in the

dat agram headers; it may do so, for exanple, because it is willing to have

dat agrans fragnented in some circunstances. Normally, the host continues to set
DF in all datagrams, so that if the route changes and the new PMIU is |ower, it
wi Il be discovered

Unfortunately, the Datagram Too Bi g nessage, as currently specified, does not
report the MIU of the hop for which the rejected datagramwas too big, so the
source host cannot tell exactly how rmuch to reduce its assunmed PMIU. To renedy
this, we propose that a currently unused header field in the Datagram Too Big
nessage be used to report the MU of the constricting hop. This is the only
change specified for routers in support of PMIU Di scovery.
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