AFP Passwords and User Authentication M ethods
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Are Appl eShare File Server user passwords stored in the Users and G oups file
in an encrypted or unencrypted forn? |If encrypted, what is the algorithn? If
encrypted, is the encryption key stored on the server vol une?

It is my understanding that in the Random Nunber Exchange nethod for user
aut hentication, user passwords are never transnitted over the network
unencrypted. |Is this correct?
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It is true that passwords are not encrypted in the Users and Groups file on the
server. The theory is that the file is not accessible over the network and
that a server requiring security can be | ocked away from pryi ng eyes and
sof t war e.

You are correct in stating that the Random Number Exchange net hod of user

aut hentication does not send a password over the network unencrypted. Be aware
that sone third-party AFP servers may not support this nethod (although it
woul d be unusual ), and the user has no control over what user authentication
met hod is used. The server being connected determines this. For a nore
detail ed description of user authentication nmethods avail abl e through the

Appl eTal k Filing Protocol, read "Inside AppleTal k" pages 13-28 through 13-30.
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