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I want to allow renote and | ocal AppleTal k networks to connect to a "public

network”. | want the "clients" attaching to this public network to see the
services on that public network only and to have no know edge of the peer
networ ks attached to the public network. | nay not have control of those

who wi sh to connect to ny network, so | need a nethod to manage the
"filtering" of the inbound and out bound AppleTalk traffic.

How can | set this service up using AIR 3.0 with the I P extension?
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The information provided below will give you with the type of functionality
you' re | ooking for.

First, the follow ng diagrans.
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The first diagramlays out the basic design of the network; nore detail is
added bel ow to show a nore workabl e sol ution
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Net 2-2, zone "Private"

Local LAN based connections (secured native Appl eTal k)

The Local Apple Internet Router

G ven this configuration, you would foll ow these steps to configure the
routers:

1) In the port info box for the IP tunneling port, deselect "Use only host
IDs listed. This would allow any renpte site to connect to this router
to establish an AURP tunnel

2) Select "Allow nore than 15 hops”. This takes care of any probl ens
associated with rempte networks that are nore than 15 hops away fromthe



public network.

3) Select "Remap renmpte network nunbers”. This will allow renote networks
whi ch use the sane network nunber as the public network to establish an
AURP connection. Chose a range of networks | arge enough to satisfy the
expected nunber of renote networks you'll have to remap. This will vary
fromsituation to situation, but with a possible range 65,279 - (loca
networ k nunbers used) you should be able to spare a few thousand nunbers
for renbte remappi ng purposes.

4) Select "Custer remapped networks". This is optional and only necessary
if you are concerned about the size of the routing table or RTMP packets
sent to the |ocal networks.

5) Select "Hide all networks except those listed" fromthe "H de fromthis
net wor k" pop-up menu. Input the network nunber of the public network in
the Iist of networks not to hide, in this exanple you would list 1-1.
This would hide all your |ocal networks to any of your AURP connected
renote internets.

6) Configure all other |ocal network nunbers and zone assi gnnments.

The Renote Apple Internet Router(s)

The renote router would only need to supply the address of your router and
set up any options specific to their site (network nunber renmapping,
clustering, etc.).

Consi derations given this configuration:

e Zones fromrenote sites will show up in the zone list on the |oca
(secure) AppleTalk internet. Even though zones will show up, no services
shoul d be visible because the secure networks are hidden and thus no path
exists for renpote devices to respond to NBP requests.

* No routing |l oops can be present. |In other words, no renpte site could

have nultiple connections to your public network and al so have RTMP-based
connectivity between thensel ves.

[ Renpte AIR 1]--------- RTMP- - - - - - - [ Renpte AIR 2]

[ Your Router]
Private Net | | Publ i ¢ Net

This type of configuration will not work unless you don't use network



nurmber remappi ng.

Private (Secured) Network

Your private (secured) network nodes woul d not be able to connect to other
“public" networks which may be advertised on the Internet w thout adding
another interface to the router, or by adding another router, and changi ng
the security configuration. W just can't cone up with a good general way
to provide the best of both worlds such as is possible using IP.

Now let's see if | can make it a little better
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What W're trying to show here is a second Apple Internet Router connected
via |P to the local public network. This configuration offers sone
advant ages over the first configuration

 The biggest advantage is that your local users wouldn't be bothered
seei ng random zones appear because you woul d be connected to the public



network via an I P tunnel over which you would only see a single route to
network 1, and a single zone "Public". This would, for the sane reason
only increase the size of a |ocal RTMP packet by a single network entry.

* You could easily configure the second router to al so connect to other
"public" Internet networks -- although security would still have to be
careful Iy thought through for your private network users. Security
woul d need to be considered because in order to enable your private
net wor k- based users to connect to renote "public" networks, you have to
supply a route back into your private networks which neans they cannot be
hi dden. You could hide your file servers and your printers using the
device hiding features of the Apple Internet Router. But NBP-based
security is really not all that secure since the devices could still be
attacked if soneone was able to discover their network and node
i nformation.
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