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This article describes setting up the Apple Internet Router, and LAN
support in configuring an Appl eTal k port and Devi ce Hiding.
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The Untitled default document, which you see when you first |aunch the
router's Admin application, displays icons representing the available
physi cal ports.

Doubl e-cl i cki ng one of the physical ports or clicking the arrow next to it
expands the port to display the avail abl e access nethods or sub-ports. (A
sub-port would be, for exanple, a card that supports nore than one physica

port.)

Appl e Internet Router supports three "fanilies" of access mnethods:

Appl eTal k, hal f-routing, and tunneling. Each fanmly nmay include nore than
one specific access nethod. For exanple, Local Tal k, EtherTalk, and
TokenTal k are all AppleTal k access nethods. In addition to AppleTal k, the
serial ports also support half-routing (D al Up), while Ethernet and Token
Ring ports also support tunneling (IP Tunnel). Double-clicking an access
nmet hod brings up the corresponding Port |Info wi ndow, containing information
specific to that access nethod.

Configuring an Appl eTal k Port

Configuring an AppleTalk port is fairly straightforward. First, determnine
whet her the port is to be a seed or nonseed port. A seed port is one that
det erm nes and propagates the network nunmber range and zone list for the
physical network it is attached to (or, in the case of a Local Tal k network,
t he network nunber and zone nane). A nonseed port obtains network nunber
and zone information froma seed router on the same networKk.

Each Appl eTal k network on an internet nust have at |east one seed router

attached to it. It is pernmissible, even desirable in nany cases, to have
nore than one seed router attached to a network, but they nust all agree

about that network's nunmber range and zone |ist.



If the port is a nonseed port, then the only configuration option is to
define hidden devices, if any. If the port is a seed port, then the

adm ni strator specifies the network nunber range and zone list. You can
use "Get Zones..." to select zone nanes fromthe Mcintosh's current

Appl eTal k connection. The adnministrator nust take care that the network
nunber and zone specifications agree with any other seed routers on the
sane networKk.

Devi ce Hiding

One of the nore interesting features of Apple Internet Router is device

hi di ng, which lets you select any device or devices on your |ocal network

to be hidden fromusers on other networks. Device hiding is configured in
the "Hide Devices..." dialog, which is accessed by clicking the "Hide..."

button in the Port |Info w ndow.

You can elect to hide no devices, all devices, only a specific list of
devices, or all devices except a specific list. You can hide your
sel ection fromall other ports or froma specific other port.

The adm nistrator nust use good judgment when setting up the list of hidden
devices (or the list of not hidden devices). |If the list contains nore
than a few devices, it will adversely affect performance.

In order for device hiding to be effective in a | oop environnent, al

routers on a given network nust hide the sane devices. Qherw se, a
"hi dden" device woul d be accessi bl e through another router that isn't
hiding it.

Device hiding is not fool proof. Users could obtain a hidden device's

Appl eTal k address through sone nmeans other than looking for it on their
network, such as running InterePoll on a portion of the internet that does
have access to the device. Armed with that information, a user could
access the device programmatically, even though the device is theoretically
hi dden.
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