Read Me(ARA 1.0 Client Enabler) File (8/94)

Article Created: 29 August 1994

This article is the Read Me(ARA 1.0 dient Enabler) File.
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1.0 dient Enabler for Apple Renpte Access 2.0.1 Servers

These enabl ers are designed for Apple Renpbte Access 2.0.1 MultiPort and Persona
Servers. They allow those servers to accept calls for ARA 1.0 clients. They do
not provide bug fixes of other enhancements. You do not need to use the
enablers if no version 1.0 clients require access to your version 2.0.1 Persona
or MiultiPort server.

The enabl ers work by nodi fying certain of your ARA 2.0.1 server files, changi ng
their version nunber to 2.0.1RevB. No changes need be made to either 1.0 or 2.0
clients. To install the enablers, sinply run the appropriate enabler
application on the server machine. |If you want to provide 1.0 client access on
a version 2.0 server, you nmust first install the ARA 2.0.1 upgrade before
runni ng the enabl er application

These enablers are for the nonlocalized (English-1anguage) version only.

LI M TATI ONS

e External third-party security was introduced with version 2.0 of ARA If a
server requires a client to have external security nodules in its System Fol der
version 1.0 clients will not be able to connect.

* In the highly inprobable event of line errors at the tinme of connection, it is
possible for a version 2.0.1 client to retry a connection by using version 1.0
ARA protocol. If the retry succeeds, some ARA version 2.x features nmay not be
avail able to the client for the duration of the connection. This connection
degradation is not likely to occur, and even if it does, the user may never
notice. If the user does encounter problens, he or she should di sconnect and
nmake the call again.

Mul tiPort 2.0.1RevB - CLIENT 1.0 | NCOWATI BI LI TI ES

Here is a list of the 2.0 security features that have no counterpart in 1.0



clients:
e The client's account requires an external security nodul e.

e The "Always Require User to Enter Password" checkbox is checked in the Server
Pref erences di al og box.

e The client's account has "Require New Password on Next Logi n" checked
e The client's password has an expiration date.

e The client's password rmust be of a mininumsize specified by the
adm ni strator.

Wien a 1.0 client attenpts to connect to a server that has 2.0-only security
features in place that apply to the client's ARA account, the connection attenpt
is refused by the server. The client receives the followi ng message in a dial og
box:

"The connect attenpt failed. Renpte Access on the conputer you are calling
refused to connect."

The server records the followi ng two nessages in the activity |og:

"Connection attenpt refused."
"Caller's ARA version insufficient for security or password settings."

Note: For all of the security features just listed, if a 1.0 call is denied
access and is followed by a 2.0 call to the sane account, the security is

handl ed in the standard 2.0 way. For exanple, say that the user's password has
expired and he or she is refused access when calling in with 1.0. The next tinme
the user calls in with 2.0, he or she will be presented with the normal
passwor d- expi red di al og box.

In addition, if dial-in-and-transfer and call back-only ports are being used on
the 2.0.1 MiultiPort server, 1.0 clients nay encounter the "The connect attenpt
failed." error nmessage if their accounts are not set up properly for call back

The admi nistrator should verify that a call back nunber is entered and checked

for each 1.0 client that uses a dial-in-and-transfer port.

* On the version 2.0.1 Personal Cient/Server, the Conpatibility checkbox is
obsol ete and should be | eft unchecked. Checking this box causes the Renote
Access Personal application to deactivate the Change Password itemin the Setup
menu.

e If you try to apply the enabler a second time on your server, an error nmessage
will appear.

e Appl e does not recommend use of this enabler with M\P-10 nodens.

* Run the enabler application froma disk on your system and not from another



systemon a network. A systemcrash may result if you try to launch the
application froma renote system
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Two enabl er applications are supplied on this disk: one for the Multi Port Server
(ARA MP 1.0 client enabler), and the other for the Personal Cient/Server (ARA
PS 1.0 client enabler). Before you launch the application appropriate for your
server, you nay want to back up the files that will be nodified. Backup is not
necessary if you have the original ARA installation floppy disks handy. If you
do want to go back to the original version of the server, do not use the
Installer on the disks. Instead, sinply copy the files back to the Extensions
fol der.

On the Personal Client/Server, two files in the Extensions folder will be
affected by the enabler. Their nanes as originally installed are:

* Appl e Renpte Access Persona
e Link Tool Manager

On the Multi Port Server, four files in the Extensions folder will be affected:
* Apple Renmpte Access MP

e Call Back dient

e Call Back Server

e Link Tool Manager

VWhen the enabler application runs, it will pronpt you with standard file dial og
boxes for the names and | ocations of the files to be nodified.

When the enabler application exits, restart the system
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