ARA 2.0 MultiPort Server: Creating New Users (11/93)

Article Created: 15 Novenber 1993

This article describes creating new users on the Apple Renpte Access
Mul ti Port Server.

DI SCUSSI ON = = = = = = = = = = x ot oo oo e e el

1) If the User List is displayed, click the New button; otherw se, choose
Create User fromthe Users nenu.

A New User information wi ndow appears. Require New Password on Next
Logi n and maxi mum connection tine set to 60 nminutes are selected by
defaul t.

2) Enter the user's nane.

For sorting to work properly, enter user names first name first (for
exanpl e, Joe User).

3) Type a password in the Password text box.

The user nust enter this password when calling the server. Make sure to
i nformthe user of the exact password, including capitalization

4) Use the Remarks text box to enter information about the user, such as a
departnent or project nane.

This information is included in the server activity |og when the user
connects to the server and can be useful for call accounting or
char geback applications.

5) dick the Dial-in Access Enabl ed checkbox so that the user can log in to
t he server.

If you want to revoke the user's dial-in access at a later tinme, you can
click the checkbox again to deselect this option

6) dick the Change Password Enabl ed checkbox if you want to allow the user
to change his or her password after |ogging in.
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8)

9)

10)

11)

This allows the user to nake user-initiated password changes. The
adm ni strator can al so change passwords for any user in the User
i nformation w ndow.

Aick the Require New Password on Next Login checkbox to force the user
to create a new password at the next login tine.

This option is desel ected once the user changes his or her password.
This option works even if the Change Password Enabl ed option is not
sel ect ed.

I f necessary, click the "Maxi mum connection tinme" checkbox and enter a
time in mnutes if you want to linmt the anpunt of tine for which the
user can connect to the server

The default connection tine is 60 mnutes. You can enter another tinme
if you wish. Deselecting this option will give the user unlimted
access time.

If you want to require callbacks, click the "Call Back at #" checkbox
and type in the call back nunber.

The cal | back nunmber is the tel ephone nunber provided to you by a user
for renpte access. Selecting this option means that when the user calls
the server, the server conputer will tenporarily disconnect the user
then inmedi ately call the user at the nunber you've entered. The
cal | back feature is optional; it provides an extra |evel of security,
because the user nmust call froma specific phone nunber.

You enter the phone nunber as if you were dialing directly. Type in any
dialing prefixes, such as "1" for long distance calling in the U S. and
an area code. If the server needs to dial an outside line (as in many
busi ness phone systens), type the outside |ine nunber, followed by a
comma. For exanple, type "9, 1-415-555-1234". The comma in this exanmple
i ndi cates a pause during dialing so that the nodem can connect to an
outsi de tel ephone line froma PBX. The hyphens are included for
readability but are not required.

If you selected an external security nodule in the Server Preferences
di al og box, the name of the nodule appears in this dialog box with a
checkbox next to it. dick the checkbox to enable the security feature
for this user.

Note: |If you selected the External Security Required for Al Users
option in the Server Preferences dial og box, the security option wll
al ready be selected. The nane of the nodule will be di med, and you
will not be able to deselect this option.

Cick the Configure button to configure external security.

A di al og box appears in which you can set security paraneters. dick
K when you have fi ni shed
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13)

14)

Enabl e access to one or nore zones by making a selection fromthe
"Al'l ow Access to" pop-up nenu in the Zones area.

You can determ ne which, if any, zone on your network a user can access
by selecting an option fromthe "Al'l ow Access to" pop-up nenu. There
are four options for user zone access:

e This Macintosh Only. The user has access only to the services
avail abl e on the server Macintosh

* Only Zones Listed. The user has access to the zones listed in the
Zone List in the User information wi ndow The server zone is al ways
part of the I[ist and cannot be del et ed.

* Entire Network. The user has access to all the zones on the network.

e All Zones Except Listed. The user has access to all the zones on the
networ k except the ones listed in the Zone List in the User
i nformati on wi ndow. The zone the server is in cannot be put on this
list because the user always has access to the server zone.

I f you choose Only Zones Listed or All Zones Except Listed, a dialog
box appears fromwhich you sel ect which zones will appear on the user's

Zone List.

Sel ect one of npbre zones and click Add to add these zones to the Zone
List in the User informati on wi ndow.

Cick Save.

Copyri ght 1993, Apple Computer, Inc.

Keywords: <None>

This information is fromthe Apple Technical Information Library.

19960215 11:05: 19. 00
Tech Info Library Article Number: 13925



