AppleTalk Remote Access: Securing the AppleTalk Network
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Are services and workstations on an Appl eTal k network secure agai nst
unaut hori zed access froma dial-up link?

DI SCUSSI ON = - - = = = = = = = = x o m ot e f el

Appl eTal k Renote Access has several sophisticated security options that
all ow both the individual user and the network administrator to restrict
access to an individual conmputer or any network to which it is connected.

User-Control |l abl e Options
- User nane and password authentication. Callback verifies the user's
identity by returning calls to a predeterm ned phone nunber

- An Activity Log for recording calling and answering activities.
- Disabling of user account after seven incorrect password attenpts.

Net wor k Admi ni strator Options

Answering authentication allows a network adm ni strator to password- protect
the network from unauthorized renpte access. This is enabled by creating a
uni que security zone (SecurityZone_) on the Internet. The adm nistrator
uses a special HyperCard stack to generate the SecurityZone and encrypted
password.

This HyperCard stack and docunentation is avail able on the two APDA

Appl eTal kK Renpte Access tool kits, on several on-line services, and on the
I nformati on Source CD- ROVs.
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