A/UX: NFS Auto-Mount and other Support Issues (9/94)
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1) What are secured RPCs, and does Apple support this in A/ UX?

2) Does A/UX 3.0 have the NFS auto-nount feature? Also, what is
aut o- nount ?

3) Does Apple support TCP/IP over Token Ring with A UX?
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1) Secure RPC is an additional authentication flavor for ONC RPC that uses

a public-key systemto ensure that nobody is passing forged credentials
over the wre.

The RPC protocol allows arbitrary authentication "flavors". Normally,
the flavor "NULL" is used, or "UN X', which carries around a U D and G D
list, must be used froma reserved port to be trusted. The idea was
that secure RPC woul d use DES encryption, based on keys obtai ned through
a public-key distribution schene.

Unfortunately, | don't know anyone who has successfully set up secure
RPC (the primary application is, of course, secure NFS). There are also
some ad- hoc changes done by Athena to use Kerberos authentication to
NFS.

It differs fromnon-secure RPCin that it uses a different
aut hentication flavor. ONC RPC supports multiple flavors of
credential s:

AUTH NONE - No credentials; the server has no i dea who the user
was who nade the request, so there better not be any risks of
an unaut horized user maki ng the request.

AUTH_ UNI X - UNI X user I D, group ID, and group list passed over
the wire; if you work hard enough, and it's not *that* difficult,
you can send sonebody else's user ID over the wire--NFS servers
often map user ID 0O to the user ID for "nobody", and may do

ot her mappi ngs, but few other servers do that kind of mapping.



AUTH DES - "network nane" passed over the wire, which is
converted to the appropriate native nachine credentials (for
UNI X, a user ID, group ID, and group set) on the server. The
credentials are encrypted using a public-key system which nmakes
it more difficult to forge credentials, but, allegedly, the
public-key cryptosystemin question *is* breakable if you burn
enough cycl es.

"Secure RPC' in SunOS/ONC ternms is RPC using AUTH DES aut hentication
O her flavors of authentication can be added by devel opers.

There is a very good witeup on Secure RPC in the "Security Features

Gui de" (part nunber: 800-1735-10), May 1988 for SunCS 4.0.x, section 6.3
"RPC Aut hentication.” This information was noved to "Network and
Conmuni cati ons Adm nistration" (part number 800-3805-10), March 1990 in
the SunGS 4.1 DocBox set, section 14.9 "RPC Authentication”

2) The auto-nount feature of NFS provides a mechani smto nount
automatically NFS exported filesystens on the fly. This allows dynanmc
mounting of NFS partitions wthout having to explicitly nmount the
partitions fromwithin the "/etc/fstab" file or by using the nount (1)
conmand.

A/ UX 2.0 does NOT have the NFS autonpunt feature. However, A/ UX 3.0 DOES
have this feature.

3) There are no plans to support Token Ring under A/ UX. Therefore, there
are no plans to support TCP/IP running over Token Ring
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